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Pestome. llenw. llenvio uccredosanus A61A€mMcs AHAIU3 CYUWECMBYIOUe20 MemooudecKoeo
obecneyeHus:, UCNOL3YEMO20 NPU OYEHUBAHUU IPDEKMUBHOCU YYHKYUOHUPOBAHUSA CUCMEM 3aUjU-
mbvl UHGOPpMAYUU OM HECAHKYUOHUPOBAHHO20 OOCMYNA 8 A8MOMAMUUPOBAHHbIE CUCTEeMbl, HA OCHO-
8e UCC1e008anUusl OMKPLIMbIX TUMEPAMYPHBIX UCTMOYHUKOB, MENCOYHAPOOHBIX U OMPACIesblX CMAH-
oapmos P® no unghopmayuonnoti 6ezonacnocmu AC, pykosoosawux 0oKymeHmos u npuxazos @Pede-
PANBHOU CTYHCOBL NO MEXHUYECKOMY U IKCNOPMHOMY KOHmpoao Poccuu, a maxace 6e00MCmMEeHHbIX
NPUKA308, UHCMPYKYUL U HOPMAMUBHBIX akmos. Pezynbmamom ananuza sienisemcs visigneHue 00cmo-
UHCME U HEOOCTNAMKO8 YKA3AHHO20 MEMOOUYECKo20 0becnedeHus, d makice 803MOACHOCIEll e20 UC-
NOb306AHUsL NPU NPOBEOEHUU KOIUYECMBEEHHOU OYEHKU IPPeKkmusHocmu QYHKYUOHUPOBAHUS NOOCU-
cmem ynpaegieHusi O0CMynom CUCmem 3auumsl UHGOpMayuy om HeCaHKYyuoHUPOBAHHO20 OOCMYNA Ha
00veKmax uHgopmamuszayuu opeanos sHympeHuux oei. Memoo. [Ipumenen memoo cucmemHo2o ana-
JU3A NOOX0008, UCNONL3YEMbIX NPU OYEHUBAHUU IGhheKkmusnocmu cpeocme u cucmem obecneyeHus
ungpopmayuonnot bezonacnocmu. Pezynvmam. IIpeOcmasinenvl pe3ynvmamsl AHAIU3A OCHOBHLIX
n00X0008, UCNOIb3YEeMbIX NPU OYECHUBAHUU IPEHEKMUBHOCMU CPeOCme U cucmem obecneueHusr uH-
GopmayuonHoll 6e30nacHocmu agmomamusuposanusvix cucmem. OnpedeneHa céa3b nokasamens 3¢h-
GexmusHocmu GYHKYUOHUPOBAHUS NOOCUCMEM YAPABLEHUs OOCIYNOM CUCTEM 3auumvl UH@opMa-
Yuu om HeCanKYUOHUPOBAHHO20 OOCMYNA ¢ OCHOBHbIM HEOOCMAMKOM UX NPUMEHEHUs. 8 3AUjULYEHHBIX
A8MOMAMU3UPOBAHHBIX CUCMEMAX 0pean08 eHympenHux oein. ODOCHOBAHbL OCHOBHblE HANPABIEHUS.
COBEPULEHCINBOBAHUSL CYUWECBYIOUe20 MeMOOUYecKo20 obecneyerus, npeoylodceHbl CHOCoObl U NOKa-
3amenu 015 NPoBedeHUs. KOTUUeCMEEHHOU OYeHKU IPHEeKMUBHOCIU (HYHKYUOHUPOBAHUS NOOCUCTEM
YApasienus 00CMynom (6 mom uucie MoOOUPUYUPOBAHHbIX HA OCHOBE UCHONb308AHUSL HOBbIX UHPOD-
MAYUOHHO-KOMMYHUKAYUOHHBIX mexHoaocull). Buvieoo. [lonyuennvie pesyrvmamuvl mocym Ovblmb uc-
NONb3068aHbl OISl NPOBEOEHUs KOTUUECNBEHHOU OYEeHKU 3AUUWEeHHOCIU CYWeCm8ylouwux u paspada-
MbIBAEMBIX ABMOMAMUUPOBAHHBIX CUCTEM HA 00beKmax UHGOPpMaAmu3ayuu OpeaHo8 6HYMpeHHUX
oe.

Knrwouesvie cnosa: agmomamusuposantas cucmemd, Cucmema 3auumol UH@popmayuu, noOOCu-
cmema ynpasnenus 00CMynom, HeCaHKYUOHUPOBAHHBIN OOCMYN, NOKA3amenb 3P GekmueHoCcmu, Koau-
YecmeeHHas OYyeHKa dhghexmusHocmu
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METHODS FOR ASSESSING THE EFFICIENCY OF ACCESS CONTROL
SUBSYSTEMS AT INFORMATIZATION FACILITIES OF INTERNAL
AFFAIRS BODIES AND ASPECTS OF THEIR IMPROVEMENT
A.V. Batskikh, V.V. Konobeevskikh, S.V. Efimov
Voronezh Institute of the Ministry of Internal Affairs of Russian Federation,
53 Patriotov Ave., Voronezh 394065, Russia

Abstract. Objective. The purpose of the article is to analyse the existing methodology used to
assess the efficiency of automated information security systems by studying open literature sources,
international and industry standards of the Russian Federation on information security of automated
systems, guidelines and orders of the Federal Service for Technical and Expert Control of Russia, as
well as departmental orders, instructions and regulations on information security at informatization
facilities of internal affairs bodies. The analysis results in identifying the advantages and disad-
vantages of the specified methodology, as well as the possibilities of its use when conducting a quanti-
tative assessment of the efficiency of access control subsystems of information security systems at the
informatization facilities of internal affairs bodies. Methods. To achieve this goal, the method for sys-
tem analysis of approaches used to assess the efficiency of information security tools and systems has
been applied. Results. The paper presents results of analysing the main approaches used to assess the
efficiency of tools and systems for information security of automated systems. The paper determines
the relationship between the efficiency indicator of access control subsystems of information security
systems and the main disadvantage of their use in protected automated systems of internal affairs bod-
ies. The paper substantiates main directions of improving the existing methodology, proposes methods
and indicators for quantifying the efficiency of access control subsystems (including those modified on
the basis of using new information and communication technologies) of information security systems
in protected automated systems of internal affairs bodies. Conclusion. The results obtained can be
used to quantify the security level of existing automated systems and those being developed at in-
formatization facilities of internal affairs bodies.

Keywords: automated system, information security system, access control subsystem, unau-
thorized access, efficiency indicator, efficiency quantification

Beenenne. [IpoGnema ounenuBanust 3¢p(HEKTUBHOCTH (YHKIIMOHUPOBAHUS OJICUCTEM YIPaB-
JIeHUs 10CTynoM cucteM 3aimuThl uHpopMmaru (C3U) ot HecankimonupoBanHoro gocryna (HCH) B
3aluIIeHHble aBToMaTu3upoBaHHble cucteMbl (AC) opranoB BHyTpeHHUX nen (OBJl) sBasercs on-
HUM U3 KJIIOYEBBIX BOINPOCOB (hOPMHUPOBaHMS TPeOOBaHUH MO HMIACHTU(UKALMU U ayTEHTU(UKAUH
HITaTHBIX MOJIb30BaTENIel KaK COCTABHOM 4acTu o0mMX TpeboBaHui mo 3ammte nHpopmauuu (31) B
AC, skcrutyatupyeMbix Ha oObekTax mH(popmatuzanuu OBJ] [1-3]. OuenuBanue 3ddekTuBHOCTH
dbyHkoHupoBanus noacucteMsl ynpasinenus noctrynom C3U ot HCJ] B AC OB/l Heo6xoaumo mpo-
BOUTh: nipu pazpadborke C3U or HC/I; nmpu ee BXOIHOM U NMEPHUOAMYECKOM KOHTPOJIE; IPU MPHEMKE;
pu CcepTUPUKAINK, a TAaK)KE MPU aTTECTAlUU OO0BEKTa WH(POpPMATHU3AIMH, SKCIUTYaTHPYIOIIETO 3a-
mmieanyro AC OB/] B nesnom [4-5].

B mpuxaze MBJI Poccuu ot 14.03.2012 Ne 169 «O6 yrBepxkaenun Konuenuun obecrieueHus
UH(POPMALIMOHHOM 0€30MacHOCTH OpraHoB BHYTpeHHUX jen Poccuiickoit deneparyu 1o 2020 roxa»
ornpezeNieHbl LIeH, 3a/1a4d, MPUHIUIB U OCHOBHbIE HaIlpaBieHUs obecreueHus MHPOPMAIMOHHOMN
6e3onacoctu (Ub) OBJl. OnuuM u3 MexaHuzMoB peann3auuu KoHuenuu siBisercst pazpaboTka
KPUTEPUEB U METOJIOB OLIEHKH 3 dexTuBHOCTU cucteM obecnieuenuss Ub OBJI, onHako KOHKpeTHas
metoauka oueHku 3¢ dexkruBHocTH PyHKIMOHUpoBanus C3M ot HCJ B AC, a Tem Gosiee ux mojcu-
cTeM, B MpHKa3e He paccmarpuBaetcs [3]. B To ke Bpemsi, JaHHBIA JOKYMEHT BO MHOTOM IOJITBEp-
KJIaeT aKTyaJlbHOCTh Ipobiembl oneHuBanus dpdextuBHocTr kak C3U or HCJI B menoM, Tak u ux
OTIIENbHBIX MOACHCTEM M ONpPEIENsIeT NEPCIECKTUBHBIE ACIEKThl HAYYHBIX MCCIEAOBAHUN B JTaHHOHU
00J1aCTH IPUMEHUTENBHO K 00BbeKTaM WH(POpMATHU3ALNH, SKCIUTyaTupytomuM 3amuneHasie AC OB/I.
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B cBsi3u ¢ HEIOCTATOUHOCTHIO HAYUHBIX MCCIIEI0BAHUM, OCBSIIEHHBIX pa3paboTKe METO/I0B U
npoueayp oneHku ddpdexTuBHOCTH QyHKIIMOHHpPOBaHMs OTAenbHbIX moacucteM C3U or HCJl B AC
OB/l, npoananu3upyeM criocoObl U MMOKa3aTeu, UCIOIb3yeMble B HACTOSIIee BpeMs TP OLIEHUBAHUU
s dextuBHocTu pynkmumonupoBanus C3U ot HC/[ B AC ¢ 1ienbio BBISIBICHUS WX JOCTOMHCTB U HE-
JIOCTaTKOB, a TaKXKe BO3MOKHOCTEH NMPUMEHEHUs MPH MPOBEJCHUN KOJUYECTBEHHOH OIeHKH 3 dek-
TUBHOCTH (PYHKIIMOHUPOBaHMS noacucTeM ymnpasieHus gocrynom C3U or HC/I Ha o6bekTax nHpop-
matuzannu OB/I.

IlocranoBka 3amaum. /[y peanuzanuy MOCTaBIEHHOW LENM HEOOXOJUMO PELIUTH CIEAYIO-
HI1e 3a/1a4u:

1. [Ipoananu3upoBaTh OTKPHITHIC JIUTEPATYPHbIE UCTOYHHUKHU, MEXIYHAPOJHbIE U OTpacieBbIe
ctanaaptsl Poccuiickoit @enepanuu no Ub AC, pykoBonsume nokyMeHTsl U npukassl @CTIK Poc-
CHUH, a TAK)Ke BEJOMCTBEHHbBIE MTPUKA3bl, HHCTPYKIIMK U HOPMAaTUBHBIE aKkThl 10 Bonpocam 31 ot HC/]
Ha o0bekTax nHpopmaruzauuu OB/I.

2. OmnpenenuTh OCHOBHBIE aCIEKThl COBEPIICHCTBOBAHUS CYILECTBYIOIIETO METOAMYECKOIO
o0ecrneveHus, UCIoIb3yeMoro npu orneHuBanuu 3¢ dextuBHoctu Gpynkunonuposanus C3U or HC/ B
AC, ¢ 11enbpl0 IpOBEJCHHs KOJIMYECTBEHHON OleHKU d()(PEeKTUBHOCTH (PYHKIIMOHUPOBAHUS MOJICUCTEM
yIIpaBJICHUS JOCTYIOM (B TOM YMCIIe MOJU(UITUPOBAHHBIX Ha OCHOBE MCIIOJIb30BaHMS HOBBIX HH(}OP-
MaIMOHHO-KOMMYHUKalMOHHBIX TexHojorui) C3U or HCJ] B 3ammmennbix AC Ha 00beKTax HH-
dopmaruzanuu OB/I.

Metoabl uccaenoBaHust. MeToI0JIOrMYECKOM OCHOBOW HCCIEAOBAHUS SIBIISIETCS CUCTEMHBIN
aHaJIU3 MOJX0JI0B, UCIIOIB3YEMbBIX MPH OLIEHUBAHUU d(PPEKTUBHOCTU CPEICTB U CUCTEM OOECTeueHus
Ub. Cornacao [6] >¢dextuBHOCTs nporpaMMHubix cpeiactB (IICp) TpakTyeTcst Kak COBOKYIHOCTb
cBoiictB [ICp, xapakTepusyromiasi acleKkTbl €ro ypoBHSI MPUTOJHOCTH, CBA3aHHBIE C XapaKTEpoOM M
BpEMEHEM HCMOIb30BaHusl pecypcoB (npyrux IICp, TeXHHYECKUX CPeICTB, MAaTEpUANIOB, YCIYT pas-
JUYHBIX KaTeropuil MepcoHana), HeoOXOIMMBIX MPH 33laHHBIX yCcIoBHUAX (pyHKUMOHUpoBaHuUs. [Ipu-
BEJICHHBIE B [6] TEpMUHBI U ONPEIEICHUs CIIpaBeUINBbI He ToNbKO it [ICp, HO U U1 MpOorpaMMHBIX
CHCTEM, UX O0BEAMHSAIONINX, K KOTOPBIM B MOJIHOM Mepe MoxkHO oTHecTH U C3U ot HC/] B AC OB/I.

B cranpaprax [6-8] npeacraBnensl uepapxuueckue mojaenu kadectsa [ICp, npuBeaeHs! tep-
MUHBI U OIpPEJEICHHs] XapaKTEePUCTUK U PACCMOTPEHBI MPUMEPHI MOIXAPAKTEPUCTUK MX KauecTBa,
MO3BOJIAIOIINE OlIEHUBATh KauecTBO U 3 dextuBHOCTS [1Cp (BKir0wast u [ICp 3U), 3anaBas uepapxuto
XapaKTepUCTUK U MOJXapaKTEepPUCTUK KadecTBa. B manHoMm ciydae s dexktuBHocTs [ICp paccmatpu-
BAeTCs KaK O/IHA U3 XapaKTePUCTHK MX KayecTBa.

C yyeToM BbIlIE€ U3JI0KEHHOTO M B COOTBETCTBUU C [9-11] appexTuBHOCTD (HyHKIIMOHMPOBA-
Hua C3U or HCJI npu skcrutyatanmu AC OB/] B 3a1uiiieHHOM UCIIOJIHEHUH MOYHO OIPEEINTh, KakK
CTENEeHb COOTBETCTBUS PE3YJIbTATOB 3alIUThl KOHPUIACHIIMATLHOW HH(OPMALIUK MTOCTABIIEHHOUW LIETH
3alUTh] UM CTENEHb PELICHMSI IOCTABIEHHON COBOKYNHOCTH 3a1a4 1.

Taxkum o6pazom, s3pdextuBHOCT pyHKuIHoHUpoBaHus C3U ot HC/] MokeT olieHuBaThCs Kak
OTHOCHUTEJILHO 3apaHee ONPEIeSICHHBIX U JEKJIApUpOBaHHBIX 1711 KOHKpeTHOH AC OB/l 3amau 3amu-
ThI, KOTOPbIE JOKHBI BEIMTOTHATHCS ee C3M, Tak 1 OTHOCUTENHHO BCEX 3aJ]1ad 3alUThl, CHOPMYIUPO-
BaHHbIX Uit gaHHo AC OB/I. Jlyis yacTMYHOrO mapupoBaHUs TaKOW YCIOBHOCTHU Ha MPAKTHUKE UC-
MOJIb3YIOTCS TPU OCHOBHBIX MOJX0/1a P OLEHUBAaHUH YPPEKTUBHOCTH, OCHOBAHHBIE HAa YHU(DUKAIIUI
nener u 3agad 3M (tabn. 1), oqHaKO HU OJMH W3 HUX HE MO3BOJISIET MAPUPOBATHh YKA3aHHYIO yCIIOB-
HOCTH B TIOJIHOW Mepe, YTO 00YCIOBIIEHO OTHOCHUTEIHHOCTHIO, IPHUCYIIEH CaMOMY MOHSATHIO «3Ddek-
TUBHOCTHY [9, 8, 12-14].
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Taﬁ.lmua 1. OcHoBHEBIE moaAXo/1bl, HCITOJBb3YyEMbIC ITPU OLICHUBAHUH 3(1)(l)eKTl/lBHOCTPl CpeaCTB U CUCTEM
obecneyennsi UHPOPMALMOHHON 0€30MACHOCTH ABTOMATU3MPOBAHHBIX CHCTEM

Table 1. The main approaches used in assessing the effectiveness of tools and systems for ensuring infor-
mation security of automated systems

Ne

Xapakrepuctuka mnoxaxona Charac-
teristics of the approach

Croco0 pcajim3anu noaxoaa
How to implement the approach

OcHoBaH Ha OIPEACICHNU COOTBET-
CTBUA CpEACTB U CUCTEM obecneue-
HUS MH(QOpMAMOHHOK Oe3omacHo-
CTH C(OPMHUPOBAHHBIM TpPEOOBaHU-
SAM.

Based on determining the compli-
ance of information security tools
and systems with the formed re-
guirements

TpeboBanus o 3U 3amatoTcst B BuAe mepedrs MexanusMoB 31, xo-
Topele HeobxomnuMo nMeTh B AC ISl €e COOTBETCTBHUS OIpEIeiICH-
HOMY ypoBHIO (Kimaccy) sammiientnoctd [15, 16] Requirements for
RFI are set in the form of a list of RFI mechanisms that must be in
the AS for its compliance with a certain level (class) of security [15,
16]

TpeboBanusa mo 3U 3agarorcst B BuAe mepeyHs QyHKIHHA, KOTOpbIe
HGOGXOI{I/IMO BBIINIOJIHUTH JISI JOCTHXKCHHUSA OIPEACICHHOI'0 YPOBHA
(kmacca) samumennoctu uadopmaimu B AC [1, 17] Requirements
for IS are set in the form of a list of functions that must be per-
formed to achieve a certain level (class) of information security in
the AU [1, 17]

OcCHOBaH Ha 3KCIEPTHBIX CYKIECHUSIX
0 JOCTHIKCHHU CPCACTBAMH U CUCTC-
Mamu obecnieuenns b nemm 3U.
Based on expert judgments about the
achievement of IS goals by means
and systems of information security.

Pe3ynbrarel 3KCIEPTHOTO OMpoOca CIICIUATICTOB 00pa0aThIBAIOTCS |
MPE/ICTAaBIAIOTCS B BU/Ie OAJUTHHOM OLICHKH, KOTOpasi HHTEPIPETUPY-
€TCsl B BHJIE CYXIeHUH 00 3 (EeKTUBHOCTH MPHUHATHIX MEP 3aIIHUTHI
[9, 10, 18] The results of the expert survey of specialists are pro-
cessed and presented in the form of a score, which is interpreted in
the form of judgments about the effectiveness of the protection
measures taken [9, 10, 18]

OcHOBaH Ha MaTeMaTHYECKOM Mozae-
JUPOBAHUM TPOIecCOB (HYHKIIMOHU-
poBaHHA CPEACTB U CUCTCM obecne-
yenus Wb.

Based on mathematical modeling of
the functioning of information secu-
rity tools and systems.

Jnst onennBanus 3G(EKTUBHOCTA CPEACTB M CHUCTEM OOECTICUeHIS
Wb B AC ucnonp3yroTcss COOTBETCTBYIOIINE KPUTEPUH U TOKa3aTe-
T, OTpeAeNsieMble C TTIOMOIIBI0 MPUMEHSIEMBIX IS ATHX Ieieil Ma-
TeMaTHYeCKUX MeTomoB U Mogeneit [4, 11, 19, 20] To assess the ef-
fectiveness of the means and systems for ensuring IS in the nuclear
power plant, the corresponding criteria and indicators are used,
which are determined using the mathematical methods and models

used for these purposes [4, 11, 19, 20]

[TepBriii moaxox (OLEHOYHBII),

I/ICHOJ'IBSyeMHﬁ Ipu OOCHHBAHUUN 3(1)(1)6KTI/IBHOCTI/I CpeaAcCTB U

cuctem obecrieueHus Mb, noayuuBmmii mmpokoe pacpocTpaHeHue s OleHUBaHus 3 ()EKTUBHOCTH
¢ynkunonuposanust C3U1 or HCII B AC (B Tom uncie u B AC OBJI), 3akmtogaercst B GOpMUPOBaHUU
TpeOOBaHUI 1O 3aIINTE, BHIMOJIHEHHE KOTOPHIX Oy/IeT CBUIETENbCTBOBATh O JOCTATOYHOCTH IPUHS-
TeIX Mep [1, 15-17]. IIpu 3TOM 1eNbIO 3aIIUThI CTAHET JOCTH)KEHUE YCIOBMH, 00€CIIeUNBAOLINX BbI-
MOJIHEHUE yKa3aHHBIX TpeboBaHui. B n1anHOM citydyae 3eKTUBHOCTH 3aLIUTHI SBISETCS MEPOH MpHU-
ONMMOKEHUS K 33/1aHHBIM YCIIOBUSIM.

VYka3aHHbBIN TOJIXO0]] pealu3yeTcs B ABYX BapHaHTaX, HO HAUOOJIBIIYIO TOMYJISIPHOCTD MOIY4HIT
TaK Ha3blBaeMbIl «()YHKIIMOHAIBHBIN» BapHaHT, MpU kKoTopoM TpeboBanus no 31 B AC 3amarorcs B
BUJIE NepeyHsl (PYHKINH, BHITOJHEHNE KOTOPHIX HEOOXOIUMO /ISl TOCTUKEHUS ONPEEIEHHOTO YPOB-
HS 3aluIIeHHocTH uHpopmanuu [1, 17]. YpoBeHb 3aluieHHOCTH (B KaYecTBE TaKUX YPOBHEH MOTYT
paccMaTpuBaThCs Kiacchl 3auuieHHocTH AC) yalle BCero yCTaHaBIMBAETCS AEKIapaTUBHO 3KCIEPT-
HbIM TyTeM. 31 cunrtaercs 3¢ (eKTUBHON, €CU BBIIOIHIIOTCA BCe (QYHKIMHU, COOTBETCTBYIOIIUE 3a-
JAHHOMY YPOBHIO 3all[MIIIEHHOCTH MH(OpManuu (Tak HazbiBaeMble «pyHKIUU Oe3omnacHocTn» (DBb))
[9, 10].

OCHOBHBIM HEJOCTAaTKOM «(QYHKIIMOHAIBHOIO» BapHaHTa SIBISETCS IMPOBEACHHE, MO CYTH,
«OMHApPHOH OLIEHKW», IIPH KOTOPO He oneHnBaeTcs 3¢ (eKTuBHOCTh KOHKpeTHBIX Db, a koHcTaTHpy-
eTcs JMIIb (PAKT €€ HAJIU4YUSA MM OTCYTCTBHUS NPHU pean3allui JaHHbIX (QYHKIMHA CepTU(PHUIHUPOBAH-
HeiMu [1Cp [20]. IIpu 3TOM MPOMCXOAUT MOAMEHA MOHATHSA Y(PPEKTUBHOCTH MOHATHEM JOCTaTOYHO-
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CTH MPHUHATHIX MEP 3aILIUTHI, YTO HE SABISIETCS MEPOH MPUOIMIKEHHS K MOCTABICHHON NN 3alUTHI
[9].

CymHocTh BTOPOTrO MOJX0/a (3KCIEPTHOTO), UCTIONB3YEMOT0 MIPU OLEHUBAHUHU 3(PPEKTUBHO-
CTH cpeiacTB u cucteM obecnieuenus Wb, 3akimouaercss B ToM, 4TO (akTy JOCTHXKEHUS 1I€JU 3aUThI
CTaBUTCSI B COOTBETCTBUE DI/l SKCIIEPTHBIX CYXIAEHUN C HCIIOJIb30BAHUEM HEKOTOPOM KaueCTBEHHOM
IIKAJIbI, KOTOPas 3aTeM MepeBoAuTCs B OautbHyro mkany [9, 10, 18]. Habpanusie 0asibl CyMMUPYIOT-
sl (MM IEPEMHOXKAIOTCS).

Pemennie 0 AOCTAaTOYHOCTH MPUHATHIX MEpP 3alUTHl MPUHUMAETCS MPH MPEBBIILICHUU TOJY-
YEeHHOW CyMMO#l (mpou3BeneHHeM) OaioB ompeseneHHOro mnopora. Kaxaomy 3HAYEHUIO CyMMBI
(mpou3BeZieHNs) CTABUTCS B COOTBETCTBUE ONpE/esIeHHOE cyxaeHue 00 spdextuBHoCcTH 3amuThl. B
ITOM CiIy4ae cymma (WIH pou3BecHNe) 0aUIoB paccMaTpuBaeTcs kak Mepa a¢dexkruBHoctH [9, 10].

JlaHHBIN MOAXO0/A peanu3yeTcs IpUMeHeHneM 0auIbHOro Metoa oueHkH s dextuBHocTu 3U,
OCHOBAHHOTO Ha OIMPOCE IKCIEPTOB-CIIEHUAINCTOB, 00pa0OTKE MOIYUYECHHBIX PE3yJbTaTOB U BbIIAYEC B
BUJIE 0AJIJIOB C MOCNEAYIOIIeH HHTepIpeTalueil MoTy4eHHON OalTbHOM OLIEHKH B BUJAE CYXJACHUH 00
3P PEKTUBHOCTH MPUHATHIX MEP 3aLTUTHI.

VYka3aHHBI METOJ| peajin30BaH B IIEJIOM PsAE MEKIYHAPOIHBIX CTAHIAPTOB U MPOrPAMMHBIX
npoaykro, Takux kak ISO/IEC 27002:2005-2013 [18] u ero MHCTpyMEHTapHH — IMPOrPAMMHOM
npoaykre COBRA, mporpammuom npoaykre Risk Watch, mporpamMHOM mpoaykTe, peaau3yroiiem
HIMPOKO UCII0JIb3yeMBlIi B HacTosiee Bpemst merog CRAMM, u np. [9].

O4eBHIHBIM HEIOCTATKOM M3JIOKEHHBIX IMOIXOJ0B MPUMEHHUTEIHHO K OICHUBaHHIO Y dek-
TUBHOCTH (yHKIIMOHUpOBaHus nojacucreM ynpasienus nocrynoM C3U ot HCJ| B AC OB/] siBnsiercs
UX HEJJ0OCTaTOYHAsl TOYHOCTh, 00YCIOBIEHHAS SKCIIEPTHBIM Y4acTHEM B IIPOIECCE OI[CHUBAHUSI.

VYKka3aHHBIX BBILIE HEJOCTATKOB JIMIIEH TPETHM MOAXO0/ (BEPOSITHOCTHBIN), UCIIOJIb3YyEMBIH pu
OLIEHUBAaHUM 3(PPEKTUBHOCTH, OCHOBAHHBIH Ha MaTEeMaTHYECKOM MOJICIMPOBAHUM (AaHATTUTHUUYECKOM,
MMUTAIMOHHOM) TIpolieccoB (QyHKIMOHUPOBaHUS cpeAcTB U cuctem obecneuenuss Ub B AC. B pac-
CMaTpPUBAEMbIX METOAX OLIEHKU IMPUMEHSIOTCS pa3IMuHble KpUTEPUH U MOKa3aTelu 3PPEKTUBHOCTH,
METO/IMKH UX pacyeTa U KpuTepuu onTuMaibHoctu [4, 5, 9-11, 19, 20].

JIaHHBINA TOJXO/ MCIIOJIB3YETCs ISl OMMCAHUS CIYy4alHBIX COOBITHH, B YACTHOCTH, Ha OCHOBE
OTpesieNIeHUs] UX BEPOSITHOCTHO-BPEMEHHBIX XapakTepucTtuk (BBX), 4To naetr BO3MOXKHOCTH NMPOBO-
JUTh KOJIMYECTBEHHYIO OLIEHKY 3(PeKTUBHOCTH cpeAcTB U cucteM obecneuenus b B AC u uccneno-
BaTh UX B IMHAMUYECKOM (BpEeMEHHOM) pexxume GyHKimonuposanus [11, 18, 20-23].

[Tockonbky pynkuuonuposanue C3U1 or HCJ] B AC mpencrasisier co0o0il CI0XKHBIA JUHAMHU-
YECKUH MpPOLECC AJIsl €ro OMMCAHMS B HACTOSIIEE BpeMs LIMPOKO MPUMEHSIOTCS MOJENH, MOCTPOEH-
Hble Ha cersax Ilerpu-MapkoBa (ocHOBaHHBIE Ha TeopuH cereil IleTpu u MapkoBCKHX (T1OJIyMapKOB-
CKHX) TIpolieccax ), 4To mo3Bosstet onpeaenats BBX ¢yuknnonnposanus C3U or HCJI [9-11, 24-27].

BeposiTHOCTHBIN MOJX0/, KaK M MpeAbLAyIIUe JBa MOAX0/1a, UCIIOIb3YeTCs NMPHU OLCHUBAHUU
s dextuBHocT Pynkimonuposanuss C3U or HCJI B memom kak coKHOW MPOTpaMMHOM cucTeMbl. B
TO K€ BpeMs HEKOTOpPbIE U3 MPEUIOKEHHBIX MeTOUK [11, 17] MoryT OBITH PUMEHEHBI U TIPU OLIEHHU-
BaHUU 3P (HEKTUBHOCTH QYHKIMOHUPOBaHUs oTnenbHbIX noacucteM C3U or HCJI (Bkitouas mojacu-
CTeMY YIpaBJIEHHs JOCTYNOM) B 3amuiieHHbIX AC, 9KCIUTyaTHUpyeMbIX Ha 00bekTax MH(opmaTH3a-
muu OBJl, mpu yclOBUM COBEpPUICHCTBOBAHUS CYILECTBYIOIIETO MAaT€MaTH4YEeCKOro obOecredeHus
olLleHKH (P PeKTUBHOCTH IyTeM BBeneHuss BBX oraenbHbIX coctosiHuid ¢yHkunonuposanus C3U ot
HCJI ¢ ucionszoBanmem ooparHoro npeodbpazoanus Jlamiaca.

OO6cy:k1eHne pe3yjbTaTOB. 3a7a4yn aHaau3a, 00OCHOBAHUSA W pa3pabOTKU TOKazaTelen (-
¢dexTuBHOCTH PyHKIMOHUpOBaHUS C3U 0T HECAHKUMOHUPOBAHHOTO JOCTYIA MPUMEHUTENIBHO K MPO-
EKTUPOBaHUIO U ympasieHuto npoueccamu 3 B AC He SBJISIIOTCS HOBBIMU M PEILICHBI B PSJE Hayd-
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HBIX padot [12, 14, 19-22]. Tlox nmoka3zatenem 3hHeKTUBHOCTH (GYHKIIHOHUPOBAHHS IIOHMMAETCS Mepa
CTETIEHU COOTBETCTBHUS PEaJbHOro W Tpedyemoro pesynbratoB (yHknuonupoBanus C3U or HCJI
[11].

B [11] mpoBeaeH nocTaTo4HO MOAPOOHBIN aHAW3 BapUaHTOB BHIOOpa aTpuOyTOB (TMOKa3arTe-
neit) a¢pdexruBHOCTH pyHKIOHMpOoBaHU C3M OT HEecaHKIMOHUpPOBAHHOTO gocTyna B AC, cMbICIIO-
BbI€ 3HAUEHUSI KOTOPBIX MPUHIUITHAIBHO CXOXKU.

Uccnenys nponecc dynkmumonupoBanus C3M oT HecaHKMoOHUpoBaHHOTO gocTyna B AC Ha
TpPeX YPOBHSIX (KOHLENTYaJIbHOM, OIEPALMOHHOM, JI€TAJIbHOM), aBTOPOM IPEAJIOKEHA CUCTEMA YacT-
HBIX ToKa3arened 3(pdexkTuBHOCTH (YHKIIMOHUPOBAHUS [AHHOW CJIOKHOW (MepapXHueCKOW) IMpo-
IPaMMHOI CHCTEMBbI, YUUTHIBAIOIIMX PEajJbHO CYIIECTBYIOIIME HEJAOCTATKU IKCIUTyaTalluy 3allluIIeH-
HeIXx AC Ha oObekTax mH(popmaruszanuu OBJl, 1 000CHOBAaHO BBEJCHHUE arperupyroliero X HHTE-
rpajgbHOrO Mokaszaress 3QPEeKTUBHOCTH.

OmnpiT 3kcmutyatanuu coBpeMeHHbIXx AC Ha oObekTax uHpopmaruzanuu OB/l mokazan, 4to u3
yka3aHHbIX B [11] HEQOCTATKOB MX AKCIUTyaTallil MaKkCHUMajbHOE BIUsSHUE Ha 3PPEKTHBHOCTD (PyHK-
[IUOHUPOBAHUS MOACUCTEM yrpaBieHus noctynom C3U oT HecCaHKIIMOHUPOBAHHOTO JTOCTYMa OKAa3bl-
BaeT HEMOCPECTBEHHAs 3aBUCUMOCTh pecypcoeMKocTr C3U OT HECAaHKIIMOHMPOBAHHOTO JOCTYIA OT
BbIUMCIUTENBLHOrO pecypca AC (IpoLecCOpHOTO BPEMEHM, ONEPATUBHOM MaMSTH, JAUCKOBOIO IPO-
CTPaHCTBA).

Hcnonb30BaHre HOBBIX MH(POPMAIIMOHHO-TEJICKOMMYHUKAIIMOHHBIX TEXHOJOTUH C LIETBIO TMO-
BBIILICHUSI pealbHON 3aIlMIEHHOCTU coBpeMeHHbIX AC B mpoliecce MX 3KCIUlyaTallud Ha OOBEKTax
uHpopmaruzanuu OB/l He 10oMKHO ycyryOnaTh yKa3aHHBII HEJOCTATOK.

B kauyecTBe 0JJHOW M3 TaKMX TEXHOJOIMH MPUMEHHMTENBHO K MOACUCTEME YIpaBJIEHUs JIOCTY-
nom C3U ot HecanknmoHnupoanHoro goctyna B AC OB/l mpeanaraercsi 1omojJHUTEIbHAsS OMOMET-
puueckas ayTeHTU(HUKAIMs, OCHOBaHHAs Ha paclio3HaBaHMM CyObEKTa JIOCTyNa MO WHAMBHUIYAIbHOM
JMHAMUKE KJIaBHAaTypHOro Habopa (KJIaBHaTypHOMY MOYEPKY).

VYnopasienne (QYHKIMOHAIBHOCTBIO J10pabOTaHHOM (MOAM(MUIMPOBAHHON) MOACHUCTEMBI
ynpasnenus gocrynoM C3U ot HecankunonuposanHoro aoctyna B AC OB/l 3a cueT ycio)XKHEHHUs
npoleypbl ayTeHTU(HUKALMY IITATHBIX MOJIb30BaTeNel (B MEPBYIO OUepe/ib, IPH 0OpaIeHuH K 0c000
BaXHOMY MH(OPMAIIMOHHOMY PECYPCY) U COKpAIIeHHs] HEOOXO0AUMOTI0 AJIsl €€ peain3alii BpeMEHHO-
ro Auana3zoHa o0ecleyuT JOCTHKEHHE TPeOyeMOoro ypoBHS 3alllMIEHHOCTH KOH(HIESHIIMAIbHON WH-
dopmanuu 6e3 HapymeHus 3¢ dexkTuBHocTH QyHKIMOHUpOoBaHUs AC OB/ no npsiMoMy Ha3Ha4YEHUIO.

B cooTBercTBUU C BBIIIE W3JI0KEHHBIM B KadecTBe Mokaszaresnsi 3((HeKTUBHOCTH (YyHKIHNOHU-
POBaHMSI OJICUCTEMBI yIIpaBieHUs AocTyrnoM C3M 0T HECaHKIIMOHMPOBAHHOIO JOCTYIA B 3allUIICH-
HbIXx AC, 3KcIUTyaTHpyeMbIX Ha oObekTax uHpopmaruzanun OB/, nemecooOpa3HO HCIONIB30BaTh
HaNpPsSMYIO 3aBUCHMBIA OT BPEMEHHU JMHAMHYECKUH MOKa3aTeNb BPEMEHHOM dQdekTuBHOCTH Vi iy 1
10J1 KOTOPBIM COTJIACHO [7] MOHUMAaeTCsl CIOCOOHOCTh MPOrPaMMBbl BBITIOIHATH 3a/laHHbIE JICHCTBUS B
MHTEpBaJl BpEMEHH, OTBEYAIOIMH 3a/laHHBIM TPEOOBaHUSM.

B3aumocBsI3p TaHHOTO MOKa3aTeNs U BBIABIEHHOr0 HepocTarka pyHkunonupoBanus AC B 3a-
IIMIIEHHOM HCIIOJHEHUH Ha o0bekTax nHdopmaTuzammu OB/l nmpeacrasinena B Tadi. 2.

Takum o0pazom, Vg myj; OTpaskaeT CHEKTP CBOWCTB MOACUCTEMBI YIPABICHUS JOCTYIOM (B
TOM 4YHClie MOAU(DHUIMPOBAHHOTO BapuWaHTa) C yYETOM JWHAMUKH ee (YHKIIMOHHPOBaHMS. 3anady
OLEHHUBAHMSA Vpyqy; B MAaTEMaTHYECKOM BHUJIE MOKHO NPEIACTABHTH KaK HAXOXKICHHE OTOOPaKEHUs
F: Vesnyg = {0,1}, rne F onpenenser npasuia, peanusyeMble COOTBETCTBYIOIIUMH MOJAEISAMU U al-
TOPUTMaMH.
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Tadauua 2. Cesa3b nokaszares 3pdexTuBHOCTH GYHKIHOHHPOBAHHUS MOJCUCTEM YIPABJIEHHS 10CTYIIOM
C3MU ot HC/I ¢ 0CHOBHBIM HeIOCTATKOM €ro npuMeHeHus B 3amumeHHbIx AC OBJI

Table 2. Relationship between the efficiency indicator of the functioning of the access control subsystems
of the information security system from the unauthorized access system with the main disadvantage of

their use in protected ATS AS

ITokazarens Indicator

V> nyg — BpeMeHHas 3G (EeKTUBHOCTh (PYHKIMOHUPOBAHUS ITOACUCTEMBI
ynpasienus goctynom C3U or HCJJ

Vs nyy — temporal efficiency of the functioning of the access control subsys-
tem of the information security system from the unauthorized access system.

CMBICIIOBO€E 3HAYEHHUE I10-
Kas3aTreciid
Semantic value of the
indicator

Cr1ocoOHOCTE MOACUCTEMBI YIPABJICHUA OOCTYIIOM COOTBETCTBOBATH 3a5BJICH-
HBbIM Tpe60BaHI/I$IM (C TOYKHU 3pCHHA BPEMCHHLIX MapaMETPOB €€ q)yHKHI/IOHI/Ipo-
BaHMS), a TaKXKe HAXOAWTH Pa3yMHBIN Kommpomucc (3h(eKTruBHOE pemeHue),
CBSI3aHHBIA ¢ COBMECTHBIM (hyHKIIMOHUpoBaHuEM C3U OT HeCaHKIIMOHUPOBaH-
Horo goctyna u AC OB/l no ee mpsMoMy (hyHKIIHOHAIBHOMY Ha3HAYCHHIO
(oOpaboTka, xpaHeHHe U Tiepeaada KOHUICHINATBHON HH(POPMAIHN).

The ability of the access control subsystem to meet the stated requirements (in
terms of the time parameters of its functioning),

as well as find a reasonable compromise (effective solution) associated with the
joint operation of the information security system from the NSD and the ATS
AS according to its direct functional purpose (processing, storage and transmis-
sion of confidential information).

Henocrarok Flaw

Henocpencreennas 3aBucuMocts pecypcoemkoctu C3U ot HCJI ot BBIYHCIH-
TenpHOro pecypca AC.

Direct dependence of the resource intensity of the information security system
on the NSD on the computing resource of the AS

CMBICIIOBOE 3HAUEHHE HE-
J0CTaTKa

The semantic meaning of
lack

Bemonnenne C3U or HC/] 3amuTHBIX (yHKIHIA OCYIIECTBISETCS B IPOIIECCE
¢yaxmuonupoBanuss AC OB/l B 3amMIIEHHOM WCIOMHEHHWH, YTO MPUBOJUT K
CHMIKCHHUIO ITPOU3BOJUTCIIBHOCTH CUCTEMBI 3a CUHET HCIIOJIB30BaHUA IMPOLCAY-
pOil 3aIuTHl YacTH BBIYHCIUTENBHOTO pecypca AC B ymepd peanusanuu ee
uesieBblx (QyHKuui. OrpaHMYeHHOCTh BbIUMCIUTENbHOTO pecypca AC OBJ]
BJIeYeT 3a coboi yBenuueHue BpemeHu peaiamzauunu C3M ot HCJl 3ammTHBIX
(GyHKIWH H, KaK clIeJCTBHE, Ha0I0AaeTCsl HeCOOTBETCTBHE Uctonb3yemoit C3U
peabaBIsieMbIM K Hell TpeboBanusM 1o 3U.

The implementation of the security information system from the unauthorized
system of protective functions is carried out in the process of functioning of the
ATS AS in a protected version, which leads to a decrease in the performance of
the system due to the use of the procedure for protecting a part of the computing
resource of the AS to the detriment of the implementation of its target functions.
The limited computing resource of the ATC AS entails an increase in the time
for the implementation of the ISS from the NSD of protective functions and, as
a consequence, there is a discrepancy between the ISS used and the IS require-
ments for it.

BbiBoa. Takum 00pa3zoM, aHanu3 Hay4HO-TEXHMUYECKOW JIUTEpaTyphl MO MpobiieMe OlleHUBa-
HUst 3 dexTHBHOCTH (YHKIIMOHMPOBAHKS CPEICTB U cucTeMm obecneuenus Wb [4, 5, 9-11, 19, 20],
MEXYHApOAHBIX U oTpaciieBbiX ctannaproB PO no b AC [1, 6-8, 17, 18], pykoBoasAImuX TOKyMEH-
TOB | TIpUKa30B DenepabHON CITYKOBI 0 TEXHUYECKOMY U dKCITopTHOMY KoHTpoito (PCTIK) Poc-
cuu [2, 15, 16], a Takke BeJOMCTBEHHBIX HOPMATUBHBIX aKTOB 10 BorpocaM 3U1 Ha oObekTax uHpop-
maTtuzanuu OB/l [3] BbIABUI psig BONPOCOB, TPeOYOMMX O€30TJIaraTeIbHOr0 PELIeHUs] MTPUMEHHU-
TeNnbHO K noxacucreme ynpasieHus gocrtynoM C3U or HCJI ¢ nenbio NOBBINIEHHs peaIbHON 3alliu-
menHocTu AC Ha oObekTax unpopmaruzanuu OB/I:

— TPAKTUYECKU OTCYTCTBYIOT IOKa3zaTeau 3(PPEKTUBHOCTH M METOAMKHM KOJIMYECTBEHHOH
oLieHK! 3P PeKTUBHOCTH (HYHKIMOHUPOBaHUS nojacucteM yrpasiaeHus poctynom C3U or HC/J B 3a-

mumeHHpx AC OB/I;
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— CyIIecTByMOIIHe Mmoka3aTenu 3()(EeKTHBHOCTH M METOIMKH KOJMYECTBEHHOW OLIEHKU 3 (-
¢dextuBHOCTH IICp M cucrem obecnieuenust b, kak mpaBuiio, He OTPa)KalOT peasibHbIe HEIOCTATKH
skcrryaranuu 3amuiieHHbix AC Ha oobekTax undopmaruzanuu OB/l a, cienoBarenbHo, HE IpUMe-
HUMBI IPU OLICHUBAHUU 3()()EKTUBHOCTH MX (PYHKIIMOHUPOBAHUS;

— moka3arend 3(OEKTUBHOCTH U METOJUKH, pa3paboTaHHBIC I OLECHKU 3()(PEKTUBHOCTH
¢byakuuonupoBanus C3U or HCJ] ¢ ydeTom peanbHO CYIIECTBYIOIIMX HEAOCTATKOB AKCILTyaTalluu
samuiieHHEbpX AC OB/I, m03BOJIIOT KOJMYECTBEHHO OIIEHUBATH d()(PEKTUBHOCTH (DYHKIIMOHUPOBAHUS
C3U ot HCJI B 11enoM Kak CIOKHOW IPOTPAaMMHOM CHCTEMBI, HO HE MOTYT OBITh MPUMEHEHBI TIPH
orieHUBaHUH d(PPEKTUBHOCTH (HYHKIIMOHUPOBAHUS OTICIBHBIX €€ MOJCUCTEM (BKIOYAs MOJACUCTEMY
YIPaBJICHUS JOCTYIIOM);

— JUIs TIOBBIILICHUS peajbHOM 3aluIeHHOCTH coBpeMeHHbIX AC B mporecce uxX 3KCIulyaTa-
1y Ha oObekTax nHpopmarmzammu OBJ] nenecoodpazHo mopaboTaTh CyMIECTBYIONIME IMOACHCTEMBI
yrpaBJICHUA OOCTYIIOM C3U or HCI[ Ha OCHOBC HCIIOJIBb30BaHHUA HOBBIX I/IH(I)OpMaI_II/IOHHO‘
TEJIEKOMMYHUKAIIMOHHBIX TEXHOJIOTU;

— I IPOBCACHUA KOJINYECTBECHHOU OLICHKHA 3(1)(1)6KTI/IBHOCTI/I (1)YHKI_[I/IOHI/IpOBaHI/I$I noacu-
creM ymnpasienus goctynoMm C3U ot HCJI B 3amuimensbix AC, sKkcIuTyaTUpyeMbIX Ha 00bEKTaxX MH-
dopmarnzanuu OBJI, TpebyroTcs: pa3paboTka JMHAMUYECKOTO MOKa3aTessl BpeMeHHoW 3¢ eKTuBHO-
CTH, OTpaXaromero pCajlbHbIC TUHAMHUYCCKUC CBOMMCTBaA MMOACUCTEMBI YIIPABJIICHUA JOCTYIIOM (B TOM
quclie ee MOIU(PUIIMPOBAHHOTO BapHUAHTa); COBEPIICHCTBOBAHUE CYIICCTBYIOMIETO MAaTEMATHUECKOTO
obecnieyeHus OLICHKHU 3(1)(1)6KTI/IBHOCTI/I IyTeéM BBCACHHSA BCPOATHOCTHO-BPEMCHHBIX XapPAKTCPUCTUK
otnensHbIX coctosHuit pynkunonuposanus C3U or HCJI ¢ ucnonp3oBanueM o0paTHOTO mpeodpaszo-
Banus Jlamaca.
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