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Peztome: Ilenv. Baowcnetiweii 3a0aueii meopuu u npakmuxu obdecnedenus uH@GOPpMaAyuoHHOU
bezonacnocmu agmMoMamu3upoO8aHHbIX CUCIEM NPU UX IKCIILYAMAayuu 8 3aujuyeHHOM UCHOIHEHUU Ha
00beKmax uxngopmamuzayuy OpeaHo8 6HYMpeHHUX 0ell A8IAemcs aHAIU3 npoyecca yHKYUOHUPOBa-
HUSL cucmem 3auumul KOHQUOEHYUATLHO2O0 UHDOPMAYUOHHO20 pecypca Om HeCAHKYUOHUPOBAHHO20 O0-
cmyna 8 yclogusix cemesblx amakx, 4mo npeonoiazaem MOOeIUposanue npoyecca ux peanusayuu u, 6
nepsyio ouepednb, pazpadomxy epagosevix mooenell OUHAMUKU Peanru3ayui OCHOBHbIX MUNO8 CeMegblxX
amax. Memood. Memooom peuwienus OaHHOU 3a0auu AGNIAEMCS MamMeMamuiecKkoe MooenuposaHue
npoyecca peanusayuu cemesvlx amax 6 3AUWUWEHHBIX A8MOMAMUSUPOBAHHBIX CUCMEMAX OpP2aHO8
BHYMPEHHUX 0ell NOCPeOCMB8OM NOCMPOEHUS U ONUCAHUSL 2PAPOBLIX MOOelell MUNOBLIX CeMeBbIX amax
HA KOHQUOeHYUATbHBIU UHDOPMAYUOHHBLU pecypc 8 OuHamuke ux peanuzayuu. Pesynemam. Ha ocho-
6e AHAIU3A MUNOBLIX CemesvblX amaxk Ha UHGopmayuoHusli pecypc cogpemennvix AC, saxcniyamupye-
MBIX 8 3aUULeHHOM UCNOIHEHUU HA 00BEeKMax UH@opmMamu3ayuu opeaHos8 eHympeHHux oel, paspa-
bomanvl epagosvie Mooenu OAHHBLIX amaxK 8 OUHAMUKE UX Peanu3ayul ¢ evl0ejleHuemM KIouegblx die-
MEHMO8 U (DYHKYUOHANbHBIX KOMHOHEHMO8 MoOelel, UOCHMUYHbIX PealbHbIM CemesblM amakam.
Paspabomannsie epaghosvie modenu no3eona0m Ha2is0HO NPeOCmMA8UMb NPOYeCc pealu3ayuu OCHO8-
HbIX 8PEOOHOCHBIX (DYHKYULL PACCMOMPEHHBIX CeMesblX amakx U yuyecms npeonoadazaemvle 0eucmasusl
3n10ymuluinieHHuxa. Boléoo. Pe3ynvmamul nposedenno2o ucciedosanus mo2ym O0bimb UCHONb308AHbI
npu paspabomke UMUMAYUOHHBIX MOOeNell npoyecca pealusayuu munossvlx cemesvlx amax Ha KOH-
@uoenyuanvHvlil UHGOPMAYUOHHBLU PECyPC C Yelblo NOLYYEHUs 6ePOSMHOCIMHO-8PEMEHHBIX XapaKme-
pucmux 8 8ude 8pemeH blNOJIHEHUs KaXCOOU amakol 8pe0OHOCHbIX (QYHKYUL OJisi NPOBeOeHUsT KOJIU-
YecmeeHHOU OYeHKU ONACHOCmU Ux peaiusayuu. Pe3ynomamul uccie0oganus mozym cmamos 0CHOBOU
0151 QOPpMUPOBAHUSL YACMHOU MOOenU aKmyaibHvlx amak 0nsi kKonkpemuou AC u 060cHO8aHUL KOU-
YyecmeeHHbIX MpeboBanUll K NePCNeKMUBHbIM NPOCPAMMHBIM CPEOCMEAM U CUCEMAaM UHPOPMAYUOH-
HOU 6e30nacHocmu Ha 00beKmMax UHGOPMaAmMusayuyu Op2aHos GHYMPEHHUX Oel 8 COOMBEMCmeuUU ¢
mpebosanuamu 0elcmayioujell HOpMamueHoL OOKYMEeHMAaAYyUu.

Kntouesvie cnoea: asmomamusuposannas cucmema, cucmema 3awjumel uHgopmayuu, He-
CAHKYUOHUPOBAHHBIN OOCMYN, cemesds amakd, 2pagoeas Mooeisb
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Abstract. Objective. The most important task of the theory and practice of ensuring the infor-
mation security of automated systems during their operation in a secure version at the objects of com-
puterization of internal affairs bodies is to analyze the functioning process of systems for protecting
confidential information resources from unauthorized access in case of network attacks, which in-
volves modeling the process of their implementation and the development of graph models of the im-
plementation dynamics of the main types of network attacks. Methods. The method for solving this
problem is a mathematical simulation of implementing network attacks in protected automated sys-
tems of internal affairs bodies by constructing and describing graph models of typical network attacks
on a confidential information resource in the dynamics of their implementation. Results. Based on the
analysis of typical network attacks on the information resource of modern automated systems operated
in a secure version at the objects of computerization of internal affairs bodies, graph models of these
attacks in the dynamics of their implementation were developed, with the allocation of key elements
and functional components of models identical to real network attacks. The developed graph models
allow visualizing the process of implementing the main malicious functions of the considered network
attacks and consider the attacker's alleged actions. Conclusion. The conducted research results can
be used to develop simulation models of typical network attacks on a confidential information re-
source to obtain probabilistic-temporal characteristics in the form of the execution times of each at-
tack of malicious functions for a quantitative risk assessment of their implementation. This can be-
come the basis for forming a specific model of actual attacks for a specific automated system and sub-
stantiating quantitative requirements for promising software and information security systems at the
computerization facilities of the internal affairs bodies following the current regulatory documentation
requirements.

Keywords: automated system, information security system, unauthorized access, network at-
tack, graph model

Beeaenne. [ npenoTBpalleHNs MONBITOK OCYIIECTBIECHUS yJAJIEHHOIO HECAaHKI[MOHUPOBAaH-
Horo poctyna (HCJI), peannzyemMoro nocpecTBOM CETEBBIX aTak Ha KOH(HIESHIMAIbHBIN HHpOpMAaIIH-
OHHBII pecypc aBTomaTu3npoBaHHbIX cucteM (AC) opranoB BHyTpeHHUX jaen (OBJl), mupoko ucnonb-
3ytoTcs cucteMbl 3amuThl nHpopMmarmu (C3U) ot HC/I [1,2]. Pa3paboTka 1 sKCcIutyaTausi JaHHBIX CH-
cTeM Ha o0bekTax nHpopmaruzaunu OB/l npuBoauT K HEOOXOIUMOCTH HAYYHOTO OCMBICTIEHUS MPOLIEC-
ca X (yHKLMOHMPOBAHUS B YCIIOBUSIX peaM3allMi CETEBBIX aTaK, YTO, B CBOIO OYEPE/b, MPEAIOIaraeT
MOJICTMPOBAHKE JMHAMHUKH pealiu3alni ceTeBbix aTak B 3ammmieHHbix AC OB/l [3,4]. Ananu3 Hayu-
HBIX paboT, nocesmeHHbIX uccnenopanuto yrpos HCJ[ B AC, nokasai, uTo npejjaraemslie, B 00Jb-
[IMHCTBE U3 HUX, (DOPMAJIbHBIE MOJIEIH SBIISIOTCS CTATUYECKUMM, O3BOJIIOIIMMU POBOUTH JIUIIb
Ka4eCTBEHHYIO OLIEHKY OMACHOCTH pealM3alliu yrpo3, He 00eCleurBaIOLIyI0 10CTaTOYHYIO TOYHOCTh
orieHuBaHus [5-9]. HemHoOrOo4nCIeHHBIE HAYYHBIE TPYAbI, UCCIEAYIONINUE MPOIECC peaTnu3aln yrpo3
YJAJIEHHOTO JOCTYNa MPUMEHHUTEIBHO K 3JIEMEHTaM HH()OPMAIMOHHO-TENIEKOMMYHUKAIIMOHHBIX CH-
CTeM U TpeyIararollne aHaTUTHYCCKHE MOJEIH KOJHUYECTBEHHON oneHKu ormacHocTH [10,11], sBis-
IOTCSl TEOPETUYECKH MHTEPECHBIMU, HO HEJOCTATOYHO 00ECHEeUMBAIOIIMMU MPAKTHUECKYIO pean3a-
IIUIO CETEBBIX aTaK B COBPeMEHHbIX AC, SKCITyaTUPYEMBIX B 3alUIIIEHHOM UCIIOJHEHUH Ha 00BEKTax
uHdpopmaruzaun OB/I.

Taxum 06pa3oM, cyiiecTByeT 00bEKTUBHAsA HEOOXOAUMOCTh pa3pabOTKK COBOKYITHOCTH Mate-
MaTHYEeCKHX MOJIeNeil mporecca pealn3alud OCHOBHBIX (THUIOBBIX) CETEBBIX aTak Ha WH(GOpPMAIMOH-
HbII pecypc AC, peabHO IKCIUTYaTUPYEMbIX B 3aIIMIIEHHOM HCIOJHEHUH Ha 00beKTax MHpOpMaTu-
3auuu OB/, uto TpebyeT, B mepBYyIO 04epeib, IOCTPOCHUS UX TPaOBBIX MOJEIEH.

IlocranoBka 3apaum. Llenbio uccnenoBanus sBisiercs pa3paboTka rpadoBbIX MOJeNel AUHA-
MHUKHU peaIM3alliid OCHOBHBIX THUIIOB CETEBBIX aTak Ha MH(OpMAIMOHHBIN pecypc coBpeMeHHbIX AC,
9KCIIJTyaTUPYEMBIX B 3alIUIIEHHOM HCHOJHEHHH Ha oObekTax mHpopmatuzauuu OBJI. Pa3pabotan-
HbIe rpa)oBbIE MOJIEIH TOCITY>KaT OCHOBOM /7Sl JAJIbHEHINIEro CO3/AaHusl aHAIUTHYECKUX U UMHUTALU-
OHHBIX MOJEJIEH, KOTOPBIE B OTJIMYUE OT CYIIECTBYIOLIMX MaTEMaTUYECKUX MOJEICH MO3BOJIAT UCCIIE-
JIOBaTh TNPOLIECC peajH3allMi THIOBBIX CETEBBIX aTaK B JUHAMUKE KOH(DIMKTHOTO B3aUMOICHCTBUS
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IyTEM ONpeAETICHUS BEPOSTHOCTHO-BPEMEHHBIX XapakTepucTuk (BBX) mist mocTpoeHust TOUHBIX KO-
JIMYECTBEHHBIX OLIEHOK OMACHOCTU MX pealH3aly Ha 3Tarax BCEro >KM3HEHHOIro IUKJa (QyHKIMOHU-
poBanus 3amuieHubix AC OB/I.

Metoabl ucciaenoBanusi. MeTo oM HCCIEIOBaHUS SIBISIETCA MaTeMaTHYeCKOe MOEINpOoBa-
HUE Tpolecca peaan3alii CEeTeBhIX aTak Ha MHpopManuoHHbIN pecype 3ammmeHabix AC OB/l mo-
CPEICTBOM MOCTPOEHUS U OMKCAHUS I'padOBbIX MOENEH TUIIOBBIX CETEBBIX aTaK B AMHAMHKE UX pea-
nu3anuu. Ha ocHoBe ananuza 217 yrpo3, npeACcTaBlIEHHBIX B HACTOAIIEE BpeMsi B OaHKE JJAHHBIX YTpo3
6e3onacHoctu nHGopmanuu, pazpadboranHoM denepanbHOM CIykKObI 10 TEXHUYECKOMY U HKCIIEPTHO-
my koutposto (PCTIK) Poccun (bdu.fstec.ru) [12], ocobeHHOCTEH IKCIUTyaTallud COBPEMEHHBIX 3a-
nmieHHbix AC Ha o6bektax uHdopmaruzanuu OBJl, pe3ynpTatoB ormpoca 3KCrepToB B 00JIaCTH HH-
dopmarmonnoit 6e3onacHoctu (MB) BbiieneHbl THIOBBIC (Harboliee OMacHbIe W YacTO Pealn3yeMbIe)
ceTeBbIe ataku Ha mHbopMannoHHbd pecypc AC OB/l ¢ ydeToM uX UCTOYHHKOB, OOBEKTOB BO3/ICH-
CTBUSI U BO3MOJKHBIX TOCJIEICTBUN peanu3anuu (IpUUYMHEHHOTo yiep0a): aHaIu3 CeTeBOro Tpaduka,
CKaHUPOBAHME CETH, «IIapOoJIbHAS) aTakKa, IOJMEHA JOBEPEHHOTO 00BEKTa CETH, HaBsI3bIBAHUE JIOXKHOTO
MapuipyTa, BHEAPEHHE JIOKHOTO OOBEKTa CETH, OTKA3 B OOCITY)KMBAaHWH, YIAJIICHHBIA 3aITyCK MPUI0XKE-
Huii [13, 14].

MonenupoBaHue JIUHAMUKH pealli3allid TUIOBBIX CETEBbIX arak B 3amuiieHHbIXx AC OBJ]
MPEJICTABISIET COOOM CIIOXKHYIO ABYXATAIHYIO 3a7ady. Ha HaganbHOM 3Tamne pa3paboTKu rpadoBBIX
MoJielel sl KaXXAO0W CEeTeBOW aTaku OCYIIECTBIISIECTCS OMpE/ENIeHHE UX JIEMEHTOB U B3aMMOCBSI3Eil
MEXJy HUMH, TIOJHOCTHIO MJCHTUYHBIX OCHOBHBIM THIIAM CETEBBIX aTaK, PEabHO PEANTN3yeMbIX B
sanuiieHHbIx AC OB/, ¢ nenpio nanpbHEHIero mojayuyeHus: UX CBOMCTB U XapakTepucTuk. Jlis Busy-
IBHOTO TIPENICTABJICHUS Tpoliecca GYHKIIMOHNPOBAHKS BPEIOHOCHBIX MEXaHM3MOB pealln3alii CeTe-
BbIX aTak B AC, 3KCITyaTUpyeMbIX B 3alIUIIEHHOM MCIOJHEHUU Ha 00bekTax uHpopmaTtuzamuu OB/,
HEoOX0oaMMO pa3paboTaTh MOJENN JAWHAMUKU PEAM3allid OCHOBHBIX THUIIOB CETEBBIX aTak Ha KOH(pH-
JIeHIUATIBHBIN HH(OPMAIIMOHHBIN pecypc Ha OCHOBE TeOpUH IpadoB ¢ KOHEYHBIM YHMCIOM COCTOSIHUH
[15-17].

Mogens npornecca GyHKIMOHUPOBAHUS KaXI0W U3 OCHOBHBIX THIIOB CETEBBIX aTaK MOXET ObITh
npejcTaBieHa B BUJAE NPOCTOro opueHTupoBaHHoro rpaga D = (V,E), B xotopom: V — KoHEuHOE
MHOXECTBO BEPIIUH Vq,Vs,...V,, 0003HAUAIOIIUX BCE BO3MOXKHBIE COCTOSHUS (BpPEOHOCHBIE (DYHK-
IIMM) paccMaTpuBaeMoOi ceTeBOM araku; E — KOHEYHOE MHOXKECTBO IYT €4,€,...E,,, 0003HaYaronmx
BCE BO3MOJKHBIE MEPEXOIBI MEKIY COCTOSTHUAMH. [lepexompl 0003HaueHbl Kak e, = (V;,V;) B Cilydae
BBIXO/1a U3 BEpLIMHBI Ipada HECKOIbKUX ayr. MapuipyT B rpade D npencrasiser coboil mocienoBa-
TEJIbHOCTh JIEHCTBHH 3J0YMBIIUIEHHUKA MPH pealu3allii CeTeBOM aTaku Ha MHGOPMALMOHHBIN pe-
cypc 3amumennoi AC OBJ] [16].

OOcysxknenne pe3yJabTaToB. ['padoBas Mozenb, ONUCHIBAIONIAs OCHOBHBIE 3Tallbl Mpolecca
peanu3aiuy ceTeBor aTaku «AHalu3 ceTeBoro Tpadukay (CHU(@UHT MakeToB) Ha UHPOPMAI[MOHHBIH
pecypc AC OB/, npesncraBiena Ha puc.l, a onucanue ee BpeJOHOCHBIX (DyHKIMHA — B Tabi.1.

Puc.1l. I'pa¢, onuchiBalommii MeXaHU3M peaju3alii aTAaKU «AHAJIM3 CeTeBOr0 TpaukKa»
Fig. 1. Graph describing the mechanism for implementing the Network Traffic Analysis attack
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Tabauna 1. CeTeBasi aTaka «AHAJIU3 CeTEBOr0 TpaguKa»
Table 1. Network attack «Network traffic analysis»

Ne CocrosHus BpenoHocHbIe pYHKITNH, BHITONHIEMBIE CETEBON aTakoit
No. Fortunes Malicious functions performed by a network attack € (i,9))

1.1 Artakyemble XoCTI TOTOBBI T he attacked hosts are ready er1 | (W11.V13),

1.2 XOCT 370yMBIIITICHHUKA (PH3HUECKH TOTOB K IIEpEXBaTy Tpaduka e (V12,v13)
The attacker's host is physically ready to intercept traffic

1.3 Ilepenaua makera Mexay aTaKyeMbIMH XOCTaMU, IIEPEXBAT MaKeTa €13 (V13.v14)
Transferring a packet between attacked hosts, intercepting a packet

14 AHanM3 makeTa, M3BJICYCHHE W3 HETO MOJIE3HBIX JAHHBIX (MApois, | eq 4
HUMEHHU I10JIb30BaTENs)
Analysis of the package, extracting useful data from it (password,
username)

Puc. 1 noka3spiBaeT, 4TO B COCTOSIHUU 1.4 IPOMCXOOUT peanu3anus aTaku «AHaIU3 CETEBOro
Tpaduka» (CHUPPHUHT TAKETOB).

Ha puc. 2 npencrasnena rpagdoBasi MOJI€/b, OIMCHIBAIOIAS OCHOBHBIE 3TAIlbI IIpOLecca peatu-
3auMu cereBoil araku «CKaHUpOBAHME CETH», a B Ta0Jl. 2 NPHUBEAECHO ONMCAHUE €€ BPEIOHOCHBIX

GbyHKIHIA.

(52
2.1 » 22 * 23
/)

Puc. 2. Fpa(b, OHI/ICLIBalOIIII/Iﬁ MEXaHU3M peajiu3allui aTaKu «CKaHHPOBaHHe ceTm»
Fig. 2. A graph describing the mechanism for implementing the Network Scanning attack

Puc. 2 IIOKAa3bIBACT, YTO COCTOAHHUC 2.4 COOTBCTCTBYCT pcajin3aliluv aTakKnu ((CKaHI/II)OBaHI/IC CECTH».

Taéanna 2. CereBast aTaka «CkaHUpOBaHHUE CeTH
Table 2. Network attack «Scanning the network»

Ne CocrostHus BpenoHocHBIE QYHKITNH, BHITONHAEMEIE CETCBON aTakoit
No. Fortunes Malicious functions performed by a network attack C i.vy)

2.1 XocT 370yMBIIUIEHHUKA TOTOB, IPOTpaMMa HacTPOCHA U 3aITymieHa ez1 | (W21,V22)
The attacker's host is ready, the program is configured and running

2.2 OmnpeneneHre aKTHBHBIX X0cTOB ceTH mpu oMoy |CMP-3ampoca €22 | (V22,V23)
Identifying active hosts on a network using an ICMP request

2.3 OmnpezenieHUe THIIOB ONEPAIMOHHBIX CHCTEM aKTHBHBIX XOCTOB CETH | €53 | (V53,V24)
Determining the types of operating systems of active hosts on the net-
work

24 CkaHMpOBaHHE CEPBHCOB HA aKTHBHBIX XOCTaX CeTH SCanning services | e, ,
on active hosts on the network

I'padoBast Mozienb, OMMCHIBAIOIIAsE OCHOBHBIE ATaIlbl Mpolecca peanusanuu «llapoiabHoi» ce-
TeBOIl aTaku Ha nHopmannonHsid pecypc AC OBJl, npeacrasiena Ha puc. 3, a onKMcaHue ee Bpeo-
HOCHBIX (yHKIMI — B Ta0I. 3.

T
A

Puc. 3. I'pad, onucniBaomuii MexanusMm peasusanuu «IlaposbHoii» ceTeBoii aTaku
Fig. 3. A graph describing the mechanism for implementing a «Password» network attack
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Puc. 3 nokassiBaer, yTo B cocToAHUHU 3.5 mpoucxoaut peanuzauus «llapoiabHoil» ceTeBoil aTaku, a B
COCTOSIHMH 3.6 — €€ CpBIB.
Taoauna 3. «IlapoabHas» ceTeBasi aTaka
Table 3. «Password» network attack

Ne Cocrosaust BpenoHoCHBIE (DYHKIINH, BBIMONHIEMbBIC CETEBO aTakoit
No. Fortunes Malicious functions performed by a network attack e | (vuy)
3.1 XOCT 3JI0yMBIIUICHHNKA TOTOB, BKIIOYMICS B CETh OOIIEro MONIB30BAHUS | €34| (V31,V32),
The attacker's host is ready, connected to the public network (v31,V33)
3.2 Arakyemblii XOCT 3ampaiunBaeT naposb 1he attacked host asks for a pass- | e;,| (V32.V35),
word (V32,V36)
3.3 XOCT 30YMBIIUICHHUKA, HE 3Has IapoJisi, HOAOHPAET €ro Mo CHenuanb- | ess| (V33,V34)

HOMY CJIOBapl0 WIIM myTeM mpsimoro mepeGopa The attacker's host, not
knowing the password, picks it up using a special dictionary or by brute-

force
3.4 XocT 370yMBIIIICHHAKA 3aBepiin mombop mapoist Attacker host com- | e; .| (V34,V35),
pleted password guessing (V34,V36)
35 IMapons nogoOpan npasuibHO, ocymecTsiaenue HCJ k aTakyeMoMy XOCTy | e3 s

The password was chosen correctly, the implementation of the unauthor-
ized attack to the attacked host

3.6 [Maposs momoOpaH HempaBHIbHO, cpbiB ataku Wrong password, attack | e; e
thwarted

Ha puc. 4 npezncrasiena rpadoBas MoJieNb peanu3anun ceteBoi ataku «llogqmena noBepeHHO-

ro oobekra cetn» (IP-spoofing).

Puc. 4. I'pa¢, onucbiBaommii MexaHu3m peaju3aunu cereBoil araku «IlogMena 10BepeHHOro 00beKTa ceTu»
Fig. 4. A graph describing the mechanism for implementing a network attack «Substitution of a trusted network
object»

Ccocrosinue 4.10 cooTBeTcTBYeT peanusanuu ataku «llogMeHa 10BepeHHOTO 00BEKTa CETH».
B 1abs1. 4 mpuBeneHo onrcaHue ee BpeAOHOCHBIX (PYHKIINM.
Tab6anua 4. CereBas ataka «IlogMeHa 10BepeHHOr0 00beKTa CeTH»
Table 4. Network attack «Spoofing a trusted network object»

Ne Cocrosinus BpemoHocHBIE QYHKITNH, BHIITOIHIEMBIE CETCBON aTaKoi

No. Fortunes Malicious functions performed by a network attack €k (i,))
4.1 ATtakyemsrii xoct rotoB The attacked host is ready €s1] (V41,Va3)
4.2 XoCT 370yMBIIIICHHHKA ToTOB K npoBeneHuto ataku SYN-flood u oxumaer nepe- | e45| (V42,Va3)

3arpy3Ku arakyeMoro xocra The attacker's host is ready for a SYN-flood attack and is
waiting for the attacked host to reboot

4.3 [epesarpyska atakyemoro xocra (B pesynbrare ataku SYN-flood i camomnpo- | ess| (Vaz,Vas)
U3BOJIbHAS), aTaKyeMBbIil XocT HemocTyreH Reboot of the attacked host (as a result of a
SYN-flood attack or spontaneous), the attacked host is unavailable

4.4 OtmnpaBka C-SYN u o6pabotka ero cepsepom Sending C-SYN and processing it by the | e, .| (V44,V45)
server

4.5 ITpuem S-SYN xoctom 3noymbimuienHuKa Reception of S-SYN by the attacker's host ess| (WasiVasg)

4.6 OtmnpaBka C-SYN2 ot nmeHn arakyemoro xocra 1 00padoTka ero cepBepoM Send- | e,o| (Vag,Vs9)
ing C-SYN2 on behalf of the attacked host and processing it by the server

4.7 XocCT 3710yMBIIIJIEHHHKA TOTOB K TTo0opy S-ACK2 Attacker host ready to brute-force | e, ;| (V4.7,V45)
S-ACK2

4.8 Tondop S-ACK2 xoctom 3i0ymbitisienHrka Hacking S-ACK2 by the attacker's host esg| (WagVso)

4.9 Ortnpaska noaxonsmero S-ACK2 u ero npuHATHE, yCTAHOBKA COSAMHEHHS C IPA- | €49 | (V4.9,V410)

BaMH aTakyeMoro xocta Sending a suitable S-ACK2 and accepting it, establishing a con-
nection with the rights of the attacked host

4.10 OTmpaBKa JaHHBIX, PE3yJIbTAT — BBITIOJHEHUE CEPBEPOM KOMAH IbI 3I0YMBILIJICHHUKA | €, 4
Sending data, the result is the execution of the attacker's command by the server
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I'pacdoBasi Mozenb, ONMUCHIBAIOIIAS OCHOBHBIC ITAlbl MPOIECCA peaTH3allii CETEBOW aTaku
«HaBsi3piBaHUE JIO)KHOTO MapIIpyTa» Ha WH()OPMAIMOHHBIM PECypC aBTOMATH3HUPOBAHHOW CHUCTEMBI
OB/l, npeacraBieHa Ha puc. 5, a ONMMCAHKUE €€ BPEIOHOCHBIX (DYHKITUI — B Ta0II. 5.

Puc. 5 nmoka3biBaeTt, 4To B COCTOSIHUM 5.6 MPOUCXOIUT peanu3anus ceTeBor ataku «HaBsi3piBa-

HUE JIO’)KHOTO MapuipyTa.

Puc. 5. I'pad, onucbiBaomunii MeXaHU3M peaju3aluu ceTeBOH aTaku
«HaBsi3bIBaHHe JIOKHOI'O MapuipyTa»
Fig. 5. A graph describing the mechanism for implementing a network attack «Imposing a false route»

Tab6amnna 5. CereBas ataka «HaBsi3pIBaHUe J10:KHOTO MapLIPYTay
Table 5. False route imposition network attack

Ne CocrosiHus BpenoHocHBIE QYHKITNH, BHIITOIHIEMBIE CETCBON aTaKoi
No. Fortunes Malicious functions performed by a network attack €k @i.vy)
5.1 ATakyembiii xoct rotoB The attacked host is ready €51 (V51,V54)
5.2 3noyMbIIICHHUK akTUBeH T he attacker is active €52 (V55,V53)
5.3 Hacrpoiika nporpammer Program setting €s3 (V53,V54)
54 Ilepenaya Ha aTakyeMblid XOCT M HpuHATHE UM JNOXKHBIX ICMP- | eg, (V5.4,V55)

redirect-coobrenuit

Sending and receiving false ICMP-redirect messages to the attacked
host

55 W3MeHeHue TabIUIbl MAPIIPYTU3AIHH aTAKyEMOTO XOCTa €ss (Vs.5,V56)
Modifying the routing table of the attacked host
5.6 IlepexBat u aHanu3 Tpaduka aTaKyeMOro XocTa (A1 BHYTPHCETMEHT- | €s ¢
HOH araku). HapyiieHne MapipyTusaiiy aTakyeMoro Xxocta (s Mex-
CETMEHTHOM aTaKH)

Interception and analysis of the attacked host's traffic (for intra-
segment attacks). Violation of routing of the attacked host (for cross-
segment attack)

Ha puc. 6 nmpencrasnena rpagoBasi MO/IeNb, OMMCHIBAIONIAss OCHOBHBIE ATAITBI MTPOIIECCa Peay-
3aIuK ceTeBoil ataku «BHenpenue noxxHoro oobekTa cetn» (ARP-spoofing).
B Tabu1. 6 mpuBeneHO onMcaHue €€ BPEIOHOCHBIX (DYHKIIHH.

Puc. 6. I'pad, onucbiBaomuii MexaHu3M peajn3aluu ceTeBoi aTaku

«BHeapeHHe JI0OKHOTO0 00bEKTa CeTH»
Fig. 6. A graph describing the mechanism for implementing a network attack
«Injection of a false network object»
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Ta6smua 6. CereBasi ataka «BHeipeHue J103KHOT0 00bEKTA CETH»
Table 6. Network attack «Injection of a false network objecty

Ne Cocrostaus BpenoHocHble (GyHKINH, BBITOIHIEMBIE CETEBO aTaKoi
No. Fortunes Malicious functions performed by a network attack €k i)
6.1 ATtakyeMblif XOCT (hOpMHPYET MNPOKOBEIATEIbHBIIH o1 | (We1:V64)
ARP-zampoc The attacked host generates a broadcast ARP request
6.2 XOCT 3MOyMBIIIJICHHIKA HAXOIAWTCSI BHYTPH CETMEHTA CETH aTaKyeMoro | eq, | (Ve2,V63)
xocta The attacker's host is inside the attacked host's network segment
6.3 INoxroroBka XocTa 370YMBIIIICHHUKA K IPOBEACHUIO aTaky (CKAHUPOBAHUE | €¢3 | (Vg3,V64)

MAC-aapecoB XOCTOB CEeTH WM HACTpoO#ka mporpammbi) Preparing an
attacker host for an attack (scanning the MAC addresses of network
hosts and configuring programs)

6.4 Ortmpaska noxa0oro ARP-oTBeTa 1 puHSTHE €r0 aTaKyeMbIM XOCTOM eos | (We4:Vs5)
Sending a bogus ARP response and accepting it by the attacked host

6.5 N3menenne ARP-ta6uipsl atakyemoro xocta Modifying the ARP table | eqs | (Ves,Ves)
of the attacked host

6.6 IMepexsar u aHanu3 Tpaduka aTakyemoro xocta Interception and analysis | eq ¢

of the traffic of the attacked host
Puc. 7. nmokaspIBaer, 4TO B COCTOSIHUU 7.5 NMPOUCXOAUT peayn3anus ceTeBoil ataku «OTka3 B
oOciyxuBaHun». Onucanue ee BpelOHOCHBIX (PyHKIUH — B Ta0I. 7.

Puc.7. I'pad, onuchiBalomuii MeXxaHu3M peaju3alum ceTeBoii araku «OTKa3 B 00CIYKUBAHMI»
Fig. 7. Graph describing the mechanism for implementing a network denial of service attack

Tabsmna 7. CereBas ataka «OTKa3 B 00CTy;KMBAHMN»
Table 7. Network attack «Denial of service»

Ne CocrosHus BpenonocHsle (GpyHKINH, BBITOTHIEMbIE CETEBOM aTakoil
No. Fortunes Malicious functions performed by a network attack €k i.vy)
7.1 Xocr 3nmoymbinieHHUKa roToB The attacker host is ready e;1 | (V71,V73)
7.2 ATtakyeMblid XocT rotoB NpuHATH SYN-mMakeTsl ¢ HECYHIECTBYIOWIUM | €7, | (V75,U74)

00paTHBIM aJPECOM B OUepeb HEOTKPHITHIX coeauHenuii The attacked
host is ready to accept SYN packets with a non-existent return address
in the queue of unopened connections

7.3 3anyck u Hactpoiika nporpammsl st SYN-flood Launching and con- | e; 5 | (Vy3,074)
figuring the SYN-flood program

7.4 OtnpaBka SYN-makeToB W NMOCTaHOBKAa MX B O4Yepelb aTaKyeMoMmy | e;, | (V74,VU75)
xocty Sending SYN packets and queuing them to the attacked host

7.5 [epenosnHeHNE o4Yepeay aTakyeMoro XocTa, OH He B COCTOSIHUM 00pa- | e, s

GaTpiBaTh Opyrue 3ampockl The target host's queue is overflowing, it is
unable to process other request

Ha puc. 8. npencrasiena rpagoBasi Mo/ieNb, OMUCHIBAOIIAass OCHOBHBIE JTaIlbl Mpolecca pea-
JM3allii CeTeBOW aTaku «YmajeHHbIN 3amyck npuioxkenuit» (IP-hijacking), a B Tabmn.8 npuseneHo
onucaHue ee BpelOHOCHBIX (yHkuuii. CoctosiHEE 8.8 COOTBETCTBYET peajM3alid CETEBOW aTakH
«Y 1aneHHbIN 3aITyCK MPUIIOKEHUN .

Puc. 8. I'pad, onuckiBaommnii MexaHu3M peaju3alii ceTeBOH ATaKU «YAaJeHHbIH 3allyCK MPUJI0KEeHU»
Fig. 8. Graph describing the mechanism for implementing a network attack «Remote Application Launchy»
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Tabauna 8. CeTeBasi aTaka «YAajJeHHBII 3ayCK MPUIOKEHUID
Table 8. Remote Application Launch Network Attack

Ne CocrosHus BpenonocHble (hyHKINH, BBITOJIHSIEMBIE CETEBOM aTaKkoH

No. Fortunes Malicious functions performed by a network attack Cr i)
8.1 Artakyemble XOCTBI TOTOBHEI The attacked hosts are ready €g1 (vg1,Vg3)
8.2 XocT 310yMBIIUICHHIKA TOTOB K mepexBary Tpaduka Attacker host is ready | eg, (vg.2,Vg3)
to intercept traffic
8.3 OOMeH mmakeTaMy MEKIy aTaKyeMbIMH XOCTaMH JUISl YCTAHOBIICHHS COCIMHE- | eg g (vg3,Vg4)

uus, mepexBaT S-SYN u C-ACK Exchange of packets between attacked
hosts to establish a connection, interception of S-SYN and C-ACK

8.4 OtmnpaBka RST 0T mMEHM BTOPOTO aTaKyeMOTO XOCTa, 3aKPBITHE COCANHE- | €g 4 (vgarVgs)
HUS MEXKIY aTaKyeMbIMH XOCTaMH Juist mepBoro u3 Hux Sending RST on
behalf of the second attacked host, closing the connection between the at-
tacked hosts for the first of them

8.5 OrnpaBka nepBbIM aTaKyeMbIM XxocToM S-SYN2 nist BToporo xocra, nepe- | egs (ves5.V86)
xBaT S-SYN2, o6paboTka mepebiM atakyembiM xoctoM C-SYN2 The first
attacked host sends S-SYN2 for the second host, intercepts S-SYN2, and is
processed by the first attacked host C-SYN2

8.6 OrnpaBka C-SYNZ2 oT uMeHH BTOpOro aTaKkyeMoOro XOCTa, IepexBaT S- | egg (vg6:Vg.7)
SYN2, sozuukunoBerne ACK-6ypu mexny atakyembiMu xoctamu Sending
C-SYNZ2 on behalf of the second attacked host, intercepting S-SYN2, oc-
currence of an ACK storm between the attacked hosts

8.7 OtmnpaBka S-ACK2 or mMeHHM BTOPOTO aTaKyeMoro XOcCTa, NMpHHATHE S- | eg, (vg.7.V838)
ACK2, ycTaHOBKa COCAMHEHHS C TpaBaMH BTOPOTO aTaKyeMOro XOCTa
Sending S-ACK2 on behalf of the second attacked host, accepting S-
ACK?2, establishing a connection with the rights of the second attacked host

8.8 OOMeH MOIM(UIMPOBAHHBIMU JAHHBIMH CO BTOPBIM aTaKyeMbIM XOCTOM | €,g
mo ACK, ¢ mepeeim — mo ACK-2 Exchange of modified data with the
second attacked host via ACK, with the first via ACK-2

BbiBoa. B cratee pazpaboransl rpadoBble MOJENIN TUHAMHUKH PEATH3allMyd TUIIOBBIX CETEBBIX
aTak Ha WH(GOPMAIMOHHBIN pecypc coBpeMeHHbIX AC, 3KCITyaTUPYEMBIX B 3alllMIIEHHOM HCIOJHE-
HUM Ha o0bekTax nHpopmaruzanuu OB/I.

Boiaenensl kitoueBble 37€MEHTHl U (YHKIIMOHATIbHBIE KOMIIOHEHTBI MOJIENIEN, YTO TO3BOJISET
HaIJISIIHO TIPEJICTaBUTh MPOLECC pealn3allMi X OCHOBHBIX BPEIOHOCHBIX (DYHKIMH W y4ecTb Ipel-
I10JIAraeMble IEUCTBUS 3JI0YMBIIUICHHHKA.

Ha ocHoBe mpejcTaBieHHBIX TpaOBbIX MOJENEH U UX HJIEMEHTOB, MOJIHOCTBIO MJIEHTHUYHBIX
TUIIOBBIM CETEBBIM aTakaM, peajbHO BO3JEHCTBYIOIIMM Ha MH(OPMALMOHHBIA pecypc 3aIIMILEHHBIX
AC OB/l, Moryt 0bITh pa3pa0oTaHbl JUHAMUYECKHE MOJIENIN UX pean3aluu ¢ nomouibio cet Ilerpu-
MapkoBa, a Tak)ke UMHTAI[MOHHBIC MOJIeTH B nporpamMmHoii cpene CPN Tools ¢ nenpro momydeHus
BEPOATHOCTHO-BPEMEHHBIX XAaPAaKTEPUCTUK B BHUJE BPEMEH BBINOJHEHUS KaXKI0M aTakod BPEJOHOC-
HBIX (YHKITHH.

B nanpHeHmMX HCCIENOBaHUAX MPEIIOKEHHBIE MOJEIN PACCMOTPEHHBIX THIIOBBIX CETEBBIX
aTak IUIAHUPYETCs UCIOJIb30BaTh B KaUeCTBE OCHOBBI JUIsl aHaIM3a M pa3paboTKU Mojieei MpoTUBO-
neiictBus yrpo3am yaanennoro HCJI k unpopmarnmonnomy pecypcey 3anumeHusix AC OB/, a Takxke
JUISL IPOBEACHUSI KOJIMYECTBEHHOM OLIEHKH OMAaCHOCTH peali3allii CETEeBbIX aTak Ha KOH(PHUIECHIHAb-
HbIi MH(QOPMALMOHHBIA PECypC M KOJIMYECTBEHHOW OLEHKH 3((HEeKTUBHOCTH (PYHKIMOHUPOBAHHS
nporpaMMHbIX cpeAcTB U cucteM UMb B 3amumennbix AC Ha o0bekTax nHpopmatuzanuu OB/l B co-
OTBETCTBUH C TPEOOBAaHMSIMH JICHCTBYIONIEH HOPMATUBHOW JTOKyMeHTanuu [ 1, 2, 18-21].

[TonydyeHHble pe3yabTaThl MOTYT OBITH HCIOJIB30BaHbl A1 (OPMUPOBAHUS YACTHOM MOJENU
aKTyalbHbIX aTak s KoHkpeTHoH AC OBJl m 000cHOBaHMS KOJMYECTBEHHBIX TPeOOBAaHUH K Mep-
cnektuBHBIM C3U ot HCJ] npu mx skcrutyatanuu Ha oObekTax mHpopMmatusaruu OBJ] B pamkax

koHrenuuu ooecnieuenus b OB/ PO[2].
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