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Pe3ztome. Ilenv. O0HoU u3 Kniouesvix 3a0ay meopuu U nPAKMuKY 3auumol UHGOpMayuu s16/s-
emest aHaau3 npoyecca QYHKYUOHUPOBAHUS 3AUJULYEHHBIX ABMOMAMUUPOBAHHBIX CUCHEM NPU UX
IKCnAyamayuu Ha 0o6vekmax ungopmamuzayuu opeanos sHympennux oen. C yeavto uoenmugpuxayuu
NOMEHYUATLHBIX Y2PO3 KOHPUOCHYUATbHOMY UHDOPMAYUOHHOMY PeCypcy U Ux UCMOYHUKOS, OYEHKU
ONACHOCMU peanu3ayuu yepo3 u GOpMUPOSaHuUss Ha MO OCHO8E NEPEUHs AKMYAIbHbIX YePO3 U UX
MoOenu Ol KOHKPEMHOU A8MOMAMUUPOBAHHOU CUCTEMbl HA 00beKme UHGOPMAmu3ayuu opeaHa
BHYMPEHHUX 0ell He0OX0OUMO NPOAHATUZUPOBAMb COCMAE U APXUMEKMYPY A8MOMAMUUPOSAHHBIX
cucmem, 6viABUMb KIIOYEEble 0COOEHHOCMU UX (DYHKYUOHUPOBAHUS 8 3AUUUYEHHOM UCHOJHEHUU HA
00beKkmax UHGOPMAMuU3AYUU OP2AHO8 GHYMPEHHUX Oell, ONpedeIunsd VA36UMOCMU NPOSPAMMHO-
annapamnozo obecneyenus cucmem. Memoo. Memooom pewienus OanHOU 3a0a4u A6ISEMCs 6CeCmo-
POHHULL AHAU3 NPOYECcd (YYHKYUOHUPOBAHUS 3AUSUUYEHHBIX ABMOMAMUUPOBAHHBIX CUCEM NPU UX
IKCNIyamayuu Ha 00beKmax uH@opMamuzayuu opeanos eHympennux oen. Pesynemam. Ha ocnose
AHANU3A HOPMAMUBHO-MEMOOUYECKOU U HAYYHOU TUMEPaAmypbl, NOCEIUWEHHOU 3auume UH@GoOpMayuu
8 ABMOMAMU3UPOBAHHBIX CUCmeMax, eedomcmeenol dokymenmayuu MBJ] Poccuu, peenamenmupy-
roweti mpebosanusi no 3awume UHGOPMaAyUU Ha 00bLEKMAX UHGOPMAMUZAYUU OP2AHOE BHYMPEHHUX
oel, onpedenieHbl Munogvle CIMpPYKmMypa U apXumekmypa 3auueHHol asmomamusuposanHoll cucme-
Mbl OpP2AHO8 GHYMPEHHUX Oell, BblISIGIEHbl NOMEHYUAIbHbIE KAHAbl Peanu3ayuu yepo3, UMEeruux
onpeoensiioujee 3Hayenue 0 ee PYHKYUOHUPosanus, — cemeswvix amax. I[lo pezyremamam onpoca
9KCNnepmos 8 obaacmu obecneyeHus UHGOPMAYUOHHOU OE30NACHOCIU NPOBEOeHbl AHANU3, K1ACCUgu-
Kayusi U CUCIEeMAMU3ayust Ya36UMOCmel KOMNOHEHMO8 U NPOSPAMMHO20 0becneveHus: asmomMamu3u-
POBAHHOUL cUCeMbL HA 00beKme UHPOPMAMU3ayUU OPeaHo8 6HYMPEHHUX Oell C MOYKU 3PEeHUs peani-
3ayuu cemesvix amax. Bvleoo. Peszynomamol npoeedeno2o ucciedosanus Mo2ym 0vims UCNONb306d-
Hbl 8 npoyecce NPOEeKMUPOBAHUs U IKCHLYAMAYUU CPEOCms U CUCEM UHGOPMAYUOHHOU De30NACHO-
cmu Ha obvexmax ungopmamusayuu OBJ] 6 yensix nosvluenus ux 3auuyeHHOCmu.

Knrwouesvle cnosa: asmomamusuposanuas cucmemd, yAa36UMOCMb, Yepo3d, HECAHKYUOHUPO-
BAHHbILL OOCMYN, CEMeBasi amaKd, 3auuma UH@Gopmayuu
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ANALYSIS OF THE ARCHITECTURE AND FUNCTIONS OF PROTECTED AUTOMATED
SYSTEMS INSTALLED AT INTERNAL AFFAIRS FACILITIES

Yu. M. Barkalov, 1.G. Drovnikova, A.M. Kadnova, E.S. Ovchinnikova, E.A. Rogozin
Voronezh Institute of the Ministry of Internal Affairs of Russia,
53 Patriotov St., Voronezh 394065, Russia

Abstract: Aim. One of the key objectives of the theory and practice of information security is to
analyse the functioning of protected automated systems, particularly those operated at computerized
facilities of internal affairs bodies. In order to identify potential threats to resources of confidential
information, to assess the risk of threat implementation, as well as to form a list of potential threats to
automated systems installed at computerized facilities of internal affairs bodies, it is necessary to ana-
lyse the composition and architecture of automated systems, identify the features of their protected
functioning and determine the vulnerability of software and hardware systems. Methods. A compre-
hensive analysis of the functioning of protected automated systems during their operation at comput-
erized facilities of internal affairs bodies was conducted. Results. Following an analysis of normative
documentation and research publications in the field of protecting information in automated systems,
departmental records of the Ministry of Internal Affairs of the Russian Federation, regulations for the
protection of information at computerized facilities of internal affairs bodies, the structure and archi-
tecture of a protected automated system were defined. Potential threats to the functioning of such a
system, including cyber attacks, were identified. On the basis of a survey among experts in the field of
information security, the vulnerability (in term of cyber attacks) of the software components of an au-
tomated system installed at computerized facilities of internal affairs bodies was analysed. Conclu-
sion. The results can be used in the process of designing and operating information security tools and
systems installed at computerized facilities of internal affairs bodies for the purpose of improving their
security.

Keywords: automated system, vulnerability, threat, unauthorized access, cyber attack, infor-
mation protection

Beenenne. {1 noBbIIeHUs] TPOU3BOJUTEIBHOCTH U ONEPATUBHOCTHU BBINOJIHIEMbIX padoT B
cdepe nadopmanronHsix Texnonoruit (UT) Ha o6bekTax nHGOpMaTU3aLMU OPraHOB BHYTPEHHHUX JIET
(OB/I) B HacTosiee BpeMs: GyHKIMOHUPYIOT aBToMaTH3upoBaHHble cucteMsl (AC) OB/l — cucremsl,
COCTOAIINE U3 MEePCOHANA U KOMILJIEKCA CPEACTB aBTOMAaTHU3aLlMU €ro JAEATEIBHOCTH, PEATU3YIOIIHe
WUT BeinonHeHus: ycraHoBineHHbIX QyHkuuit [1]. AC OB/] mpeacTaBisitoT co00i CIOKHBIC MO CTPYK-
Type CUCTEMBbI KPUTUYECKOTO IIPUMEHEHUS, BBIXO/ U3 CTPOSI KOTOPBIX BEJET K 3HAUUTEIbHBIM HHDOP-
MalMOHHBIM U (PUHAHCOBBIM MOTEPsM [2-4]. DYyHKIIMOHUPOBAHNE JAHHBIX CUCTEM OCYILIECTBISETCS C
YUETOM pEIIeHUs] MHOXKECTBA aKTyaJIbHBIX 3aJa4 10 00ecnedyeHno ux nHopMalmoHHON Oe30macHo-
ctu (Ub), cBoIAIMXCS K TpeM OCHOBHBIM TpYIIaM: NPeA0TBpalLeHNe U NpecedeHrne HapyleHuil 1e-
JIOCTHOCTH, MPEAOTBpAIllEHHE U MTPeceyeHe HapyIIeHU JOCTYIHOCTH, IPEeIOTBpAIleHUE U Mpeceye-
HHE HapylleHnid KoHpuaeHmanpHocTH nHpopmarmu B AC OB/] [5-7].

HeoOxonuMocTh pelieHusl yKa3aHHBIX 3aJad CBsi3aHa C OOHapy)KE€HHMEM BHEIITATHBIX CUTya-
it B pexxume ¢pynkunonuposanusi AC OB/l B 3aIMIIIEeHHOM HCIIOJIHEHUH, TPUYNHAMH KOTOPBIX MO-
T'YT OBITh OLIMOKH, BO3HUKAIOIIHNE B MPOIIECCe MPOEKTUPOBAHUS, IKCIUTYaTal[MH, aIMUHUCTPUPOBAHUS,
B ClIydasix cOOSIX TEXHUYECKUX U MPOrPaMMHBIX CPEJCTB, B CBS3M C HAapyIIEHUEM pEeXUMa J0CTyIa Ha
00wexT nHpopmaruzanuu OBJl, npu HegocTaTOuHOM KBaNU(UKAIMKU MOIb30BaTENEH - COTPYIHUKOB
pa3MuYHBIX MoApasaeiacHuil [8]. OT0 MpUBOAUT K YBEIWYEHHIO BepoATHOCTH HapymeHus b AC
OB/l, uro ciocoOcTBYeT OOJETYEHUIO MOTYUYEHUS 370YMBIIUIEHHUKaMH UHQOpPMAIMK KOH(QUICHIIH-
abHOTO Xapakrepa. IloaTomMy uccrnenoBaHus B JaHHOW 0ONACTH MPHOOPETAIOT Ype3BHIYAHHYIO BaXK-
HOCTh M aKTyaJIbHOCTB sl 00hekTOB nH(popmaTuzamuu OB/JI.

ITocTanoBka 3agauu. B nponecce skciutyaranuu coBpeMeHHbIX AC OBJ/] cyiecTBeHHOE BHU-
MaHUe yJenseTcs, Kak 3alluTe OT NPEeJHAMEPEHHOT0 BO3/EHCTBUS HAa MH(POPMALMIO ITATHBIX MOJIb30-
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BaTeJeH, TaK M 3alUTe TEXHOJIOTUYECKONW WH(POPMAIMH, OT KOTOPOH B IOJIHOW MEpe 3aBUCUT yCTOWYH-
BO€ (YHKLMOHUPOBAHUE MPUKIIATHOrO nporpaMMmHoro obecneuenus (I10) unm camoil cucremsl 1o ee
npssMoMy (pYHKIIMOHATBHOMY Ha3Ha4eHUIO (00paboTka, XpaHeHHE U Niepeaya KOHPHUICHIUATBLHON HH-
dbopmartun) [9].

Hapymienust 1enocTHOCTH, AOCTYMHOCTH M KoH(puaeHuuansHoctu uHpopmanmu B AC OB/]
BO3HHUKAIOT B PE3yJbTaTe pealu3alii yrpo3 0e3omacHoCTH uHpopManuu, moja kotopsiMu B [5, 10]
MOHUMAETCsl COBOKYITHOCTh YCJIOBHH M (DaKTOPOB, CO3/AIOUIMX MOTCHIMAIBHYIO MM PEAIbHO CYIle-
CTBYIOUIYIO OIIACHOCTb YTEUKM, XHUILEHHs, YTPaThl, YHUUTOXKEHUS, UCKAKEHUSA, MOJUPHUKALIMU, TTOJI-
JIeNIKH, KOTIMPOBaHUs, OJIOKMpOBaHUS HHPOPMALIMU U HecaHKIHOoHupoBanHoro goctyna (HC) k ueii.

B mpukaze MBJ] Poccun ot 14.03.2012 Ne 169 «O6 yrBepxkaennu Konmernuu odecriedeHrs: WH-
dopmaroHHoi 0e30MmacHOCTH OpraHoB BHYyTpeHHHX jaen Poccuiickoit @enepanuu 10 2020 roma» cpe-
JI1 OCHOBHBIX HAaIpaBJICHUH ee 00ecreueHHsl yKa3bIBalOTCs: pa3palOTKa HOBBIX M COBEPLICHCTBOBAHHE
CYIIECTBYIOUIMX CIIOCOOOB, METOZOB M CPE/ICTB BBISBICHUS, OLICHKH, IPOTHO3UPOBAHUS, HEHUTpAIN3aIiu
U JIMKBUJALUMK yrpo3 Oe3omacHocTd MH(popMmanuu Ha oObekrax uHpopmatuzauu OBJI; nposeneHue
OLICHKU YSI3BUMOCTH W PUCKOB MH(POPMALIUK MPH UMEFOIIEMCSI MHOYKECTBE YIPO3 U KaHAIOB yTeukH. M3-
naraemblii B KoHLENMM KOMIUIEKC OpraHU3allMOHHO-TEXHUYECKMX MEPONPHSTHM, HalpaBiIeHHbIX Ha
obecneuenne Wb OBJl, Bkmrouaer B ce0s pa3padOTKy MoAenw yrpo3 HH(GOPMAIMOHHO-
TEJIEKOMMYHUKaMOHHBIX cucteM OB/ [5].

Takum oOpazom, ananu3 coctaBa u apxutekTypsl AC OB/, BbIienenne Kiro4eBbIX 0COOCHHO-
cTel MX (YHKIMOHUPOBAHMS B 3AIUMIICHHOM HCIIOJIHEHUH, BBISBICHHUE YS3BHUMOCTEH MPOrpaMMHO-
amnmapaTHoro odecredeHus, UACHTU(UKAIUSA BO3MOXXHBIX yrpo3 MH()OPMAIMOHHOMY PECYpCY M HX
UCTOYHUKOB, OLICHMBAHUE OINACHOCTH peaM3allid yrpo3 IMO3BOJAT CHOPMUPOBATH IEpeUyeHb aKTy-
QJIBHBIX YIPO3 U pa3padboTarh ux Mojens s aanHoi AC OBJI [11-13].

VYkazaHHbIE 3Talbl, B OJIHON Mepe coriacyroliecs ¢ TpeOOBAHUSAMHU CUCTEMHOTO MOJAXOAa K
aHaymzy yrpo3 oe3omacHoctu uHpopmarmu B AC, uznoxenuasivu B [9, 14, 15], mo3BOJAT HE TOJIBKO
BBISIBUTH OCHOBHBIE HanpasieHus 311 B8 AC OB/I, noBbicuTh 000CHOBAaHHOCTb NMPHHSATHUS PELICHUH 10
3amute nHPopMmanuu (31), HO ¥ pacKphITh JaJbHEWIINE MEPCHEKTUBBI (OpMaANIU3aN U OlepaTUB-
HOTO ymnpasyieHus npoueccamu 31, pazpaborku AC nmoaaep Kk NpuHATUS perteHnit no 31 Ha oObek-
tax uaopmaruzauuu OB/l u 1.1.

Metoabl uccaenoBanusi. Tunosas crpykrypa 3amuuieHHod AC OB/l B Buzae cioxHOU
MepapXHUecKOoll pa3BETBIEHHON HH(OPMAlMOHHO-TEJIEKOMMYHUKAIIMOHHON CETH MpEJCTaBl€Ha Ha
puc. 1 [16, 17].

Puc.1.TunoBas crpykrypa 3amumenHoii AC OBJ]
Fig. 1 Typical structure of a protected ATS AS

Onmnoit w3 BaxkHedmmx xapaktepuctuk AC OB/, kak u mo0oii HHPOPMALMOHHO-
TEJIEKOMMYHHUKAI[IOHHON CUCTEMBI, SIBIISIETCS 0a30Basl CeTeBasi TEXHOJIOTHs, JIe)Kalllasi B OCHOBE €€ I10-
CTPOEHHSI, COBOKYITHOCTH (CTEK) MPOTOKOJIOB MEKCETEBOI0 B3aUMO/ICHCTBUS, CTPYKTYpPa CETH, COCTaB U
pasMelleHe KOMMYHHUKAIIMOHHBIX YJIEMEHTOB.

OyHkMoHUpoBaHue OonbMHCTBA 3amuineHHbIX AC OB/l ocymiecTBisieTcsi ¢ y4eTOM UCIOb-
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30BaHUS B HUX TEXHOJOTHH MEXKCETEBOTO B3aUMOJICHCTBUS, pean3oBaHHOU B Internet, m dersipex-
ypoBHEBOro creka mporokosoB TCP/IP, momymnsprocts koroporo mis AC OBJ] o6ycioBiena psaaoM
ero cBouicts [18].

B 10 ke BpeMst OTKPBITOCTh M MaciiTabupyemocts TCP/IP moposkaaer ero mioxyo yrpasisie-
MocTh. OCHOBHBIM HEJOCTATKOM MPOTOKOJIA SBISETCS €ro Hel0OCTaTOYHAS 3alUIIEHHOCTh OT HOJ1e-
KU U TPOCIYIIMBAHUS MAKETOB, UYTO JIENaeT BOZMOXKHON pean3aluio 3JI0YMBIIUIEHHUKAMH JECTPYK-
TUBHBIX AeicTBuil B oTHOIeHNH AC Ha 00bekTax nHpopmarmzanmu OB/I.

CootBerctBue ypoBHel creka mpotokonoB TCP/IP ypousm momenn OSI (cemuypoBHEBOM
STAJIOHHOW KOMMYHHUKAIMOHHON Mozenu «B3ammoneiicTBie oTKpeITEIX cuctem» (Open System Inter-
connection), B Poccuu B coorBerctBun ¢ 'OCT P UCO/MDBK 7498-1-99 [19] ee HazsiBator DMBOC
(«DTanmoHHas MOJETbh B3aMMOJACHCTBHS OTKPBITBIX CHCTEM») C pacIpeieieHHeM HEKOTOPBIX OCHOB-
HBIX IPOTOKOJIOB MEXKCETEBOI'0 B3aUMOJICHCTBHS 10 YPOBHSM IMOKA3aHO Ha PHC.2.

[Ipouecc ¢pynkunonuposanus 3auuiieHHbx AC OB/l ocHOBaH, Kak MpaBUJIO, HAa UCIIOJIBb30-
BaHUU KIUEHT-CEPBEPHON apXUTEKTYphbl B3aHMMOJCHCTBUS, MOCTPOSHHOIO MO TeXHONOruu «TOHKUM
KiaueH™ B cetu Ethernet.

[IpoBeneHHBIN TeopeTnueckuit anamus [17, 20, 21] mo3BoIMII ONPENEIUTh KIOUYEBbIE 0COOCH-
HocTU QyHKunoHupoBaHusi AC OB/I B 3auilieHHOM MCIIOJIHEHNH, KOTOpBIE NpeacTaBieHsl B [8]. 13
BCEro KOMIUIeKca yrpo3 0ezonmacHocTu mHpopMaiuu mo crnocoly ux peanusauuu B AC OBJI oco6o
BBIJICTSIFOTCSL Yrpo3bl, csizanHbie ¢ HCJI, mox kotopsiM cornacHo [22] cremyeT moHUMATh AOCTYI K
cinyxeOHoi uHbOpMaIU, HapyMIAIIUNA TpaBWiIa pa3rpaHUuEHUs JOCTyHa C HUCIOJIb30BAaHUEM
MITATHBIX CPEJICTB, IPEAOCTABIISIEMBIX CPEJCTBAMHU BBIYMCIUTENbHONU TeXHUKH niau AC.

| 7 WwWWw,
Gopher, SNMP FTP Telnet TFTP SMTP I-npuknannoii applied
6 WAIS
| 5 Il —TpanCcTiOpTHBII
4 TCP UDP transport
3 1P ICMP RIP OSPF ARP HlI-ceresofi network
| 2 He periamentupyercsi: Ethernet, Gigabit Ethernet, IV-kananbHbIH Channel
| 1 Token Ring, PPP, FDDI, X.25, SLIP, frame relay ...
YpoBHH Mo-
nenu OSI VYposuu crexa TCP/IP
OSI Model Tporokost Protocols stack levels
Layers

Puc. 2. CoorBercTBHE YpoBHeii cTexka npoTokoa0B TCP/IP u monean OSI
Fig. 2. Correspondence between the layers of the TCP / IP protocol stack and the OSI model

[Ipu paccmorpenun Bompoca ¢yuknuonupoBanus AC OBJl B 3amuImeHHOM HCTOJHEHUU
orpeensolee 3HaueHre nMeroT nHdopmarmonnsie yrpo3sl HCJI, koTopeie peanusyrorcs yepes yaa-
JICHHOE B3aMMO/ICHCTBUE C 00BEKTOM BO3/IeHCTBHUS (ceTeBbie ataku) [9, 15, 18].

Cornacno [18] mox ceteBoii (ynanennoit) arakoit Ha AC OB/l 6yaem moHUMaTh JeHCTBUE W
COBOKYITHOCTH JIEHICTBUI, HANPaBICHHBIX Ha PEaTU3allMI0 Yrpo3bl yAaJeHHOro (C HCIOIb30BaHHUEM
MPOTOKOJIOB CETEBOTO B3aUMOJICHCTBUS) JOCTyMa K TEXHOJOTHYECKON nHpopmanuu wid MHPopMa-
[[UU T0JIb30BaTENs B KOMIBIOTEPHON CETH.

[TpuunHBI ycriexa ceTeBbIX aTak KpoloTcs B Hannuuu ys3Bumocteid AC OBJI, moa KOoTOpbeIMU B
[10] mounumarores coiictBa AC, 00yCIOBIHNBAIONIAE BO3MOKHOCTh PEeaTH3allid yrpo3 0e30MacHo-
cTH oOpabaTeiBaeMOil B HeW MH(OpMaLMU, TO €CTh HEKHE XAPAKTEPUCTUKH CHUCTEMBI, JENAIoIIHe
BO3MOXKHBIM CYILIECTBOBAaHUE JaHHBIX aTak. [[03TOMy co3gaHMe TaKCOHOMUU YSI3BUMOCTEH MpecTaB-
JSETCsl BECbMa BaXHOW 3ajjaueid, pelieHre KOTOPOW TMO3BOJIUT BRIPAOOTATh MPUHIIUIIBI MTOCTPOSHUS
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3anuieHHoro B3aumoseiicteust B AC Ha o0bekrax nnpopmaruzanuun OB/

OO0cy:xnenne pe3yabTaToB. Ha puc. 3 npuBeeHbI TUIIOBAs anmaparypa U MOTeHIUAIbHbIE Ka-
HaJlbl peaym3anuu cereBbix atak B AC Ha oObekte nHpopmaruzauuu OBJl, mocTpoeHHbIE HA OCHOBE
aHaJIM3a OTKPBITON HaydHO-TeXHUYEeCKOoU auTepaTypsl 1o npobdiaeme b AC OB/I [8, 16, 17, 23, 24].

B cootBercTBHU ¢ puc. 3 B Tabin.1 npencTaBieHbl pe3yabTaThl aHATH3a, KIACCH(PHUKAIIMUA U CH-
cremaTtu3anuu ysa3pumocteil komrnoHeHToB U [I0 AC Ha oObekTax mHpopmaruzanuu OB/l ¢ Touku
3peHHsI peai3alli CEeTEeBhIX aTak, MOJIY4YEeHHBIEC TI0 UTOTaM OIpoca HKCHEPTOB B o0nacTH obecneue-

aus Ub.
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Puc.3.TunoBasi annapatypa u noTeHI[HAJbLHbIE KaHAJbI peaan3anuu ceteBbix aTak B AC OB/{
Fig. 3. Typical equipment and potential channels for implementing network attacks in the ATS AS

Tadoauua 1. 3Benbst AC Ha 00bekTe nHpopMmaTuzanuu OB/l 1 cooTBeTCTBYIOIIHE UM YSA3BUMOCTHU
Table 1. NPP links at the ATS informatization facility and the corresponding vulnerabilities

Ne ?;;HBZ{?g B wvul bility t Croco0 peanu3anuy ysI3BEUMOCTH
n/n Iilrl1ks W yAsBaMOCT VUINErabtlity type Method of vulnerability implementation
1 MoobunbHbIE 1. TlomyueHue ynaneHHOro YIpaBJICHUS Haj yCTPOH- 1. 3apaxkeHne MOOHIIBHOTO YCTPOHCTBA BpeRoHOCHBIM [10.
YerpoiicTBa CTBOM. 2. [Tony4yeHue GpU3NYECKOro A0CTYyIa K yCTPOUCTBY.
Mobile 2. TlepexBar nepenaBaeMoii HHPpOPMAIUH. 3. TlepexBaT nepeaaBaeMoii MH(POPMALUK [0 OECTIPOBOIHBIM
devices 3. briokupoBaHue paboThI. JIMHUSIM CBSI3H
4. Tlonyuenue o6pabaThiBaeMOii HH(OPMALIHH. 1. Infection of a mobile device with malware.
5. Coxkpoitue oOpabaThiBaemoii u mepemaBaemoit | 2. Obtaining physical access to the device.
MH(OPMAIMH OT JIETHTHMHOTO MOJIb30BaTest 3. Interception of transmitted information over wireless com-
1. Getting remote control over the device. munication lines
2. Interception of transmitted information.
3. Blocking work.
4. Getting processed information.
5. Concealment of processed and transmitted infor-
mation from a legitimate user
2 CkaHep 1. HesakoHHOe KomupoBaHHe WHPOPMALUH IOIH30- 1. Co3naHue HENErMTUMHBIX KOIHUI MOJIB30BATEIEM MM 3110~
Scanner BaTCIICM. YMBINUJICHHUKOM.
2. INepexBar nepenaBaeMoil HHGOPMALUN OT YCTPOW- 2. He3akoHHOE MOAKIIFOYEHUE K JIMHUAM Tepenadn HHpopMa-
CTBa CKAHUPOBAHMSA J0 YCTPONUCTBA XpaHEHUS LMY OT YCTPOMCTBA CKAHUPOBAHUS 1O YCTPOWCTBA XpaHEHHUS
1. lllegal copying of information by the user. 1 Creation of illegitimate copies by a user or an attacker.
2. Interception of transmitted information from scan- | 2. Illegal connection to information transmission lines from
ning device to storage device the scanning device to the storage device
3 YcrpoiictBo 1. He3akoHHOE M3rOTOBIICHNE H300PAKEHUH ITOTIB30- 1. Co3naHue HENErMTHMHBIX H300paXeHWH MOJIb30BaTEIeM
¢doToduxca- BaTeleM. WITH 3T0yMBIIIICHHUKOM.
min  Device | 2. Ilepexsar mepenaBaemoii HH(GOPMAIIUH OT YCTPOU- 2. HezakoHHOE TOAKIIOYEHUE K JIMHUAM Tepeaadn uHpopMa-
photofixation cTBa (poTodUKCaIMH 0 YCTPOHCTBA XPAaHEHHSL. IIMH OT yCcTporcTBa GOTOPHKCAINN IO YCTPOHCTBA XPAHEHHS.
3. He3akoHHOE norydeHne HHPOPMALUY U3 MaMATH 3. IlomyueHne (pu3MIeCcKOro KOCTyNa K yCTPOHCTBY (GoTOdHK-
ycrpoiicTBa hoTopHUKCAIHU canuu
1. lllegal production of images by the user. 1. Creation of illegitimate images by a user or an attacker.
2. Interception of transmitted information from a 2. Illegal connection to information transmission lines from a
photofixation device to a storage device. photofixation device to a storage device.
3. lllegal obtaining of information from the memory 3. Obtaining physical access to the photofixation device
of a photographic device
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2. He3akoHHOE KOMPOBaHHE BHIBOJUMOI IPHHTEPOM
HHPOPMALIUH.

3. [epexBat nepenaBaeMoil HHGOPMALIMU OT YCTPOW-
cTBa 00pabOTKU U XpaHEHHs JO IPUHTEpa

1. lllegal use of the printer to create illegitimate cop-
ies by the user.

2. lllegal copying of information output by the printer.

Ne %;HBX_?g B wvul bility t Crioco6 peasu3anuu ysi3BUMOCTH
n/n I}Zrllks WA yAsBaMOCT VUINErabtlity type Method of vulnerability implementation
4 ITnot- 1. He3akOHHOE MCIIOIB30BAHHE IJIOTTEpa I Cco34a- 1. C03Z[8.HI/IC HEJIETUTUMHBIX KOITHH IT0JIb30BaTEIIEM.
tepPlotter HUS HEJIETUTHMHBIX KOIHH T0JIb30BATENIEM. 2. Ilonyvenne HU3NYECKOTO AOCTYIA K YCTPOHCTBY.
2. HezakonHoe KOIMMPOBaHUE BLIBOE[PIMOﬁ IJIOTTEPOM 3. HezakonHoe TIOAKJIFOYEHUE K JIMHUAM NE€peaavdu HH¢)OpMa-
HHPOPMALIUH. LUK OT YCTPOUCTBA 0OpaOOTKU M XpaHEHUsI JI0 IUIOTTEPa.
3. [Mepexsar nepenasaemoii nupopmauuu ot ycrpoid- | 1. Creation of illegitimate copies by the user.
cTBa 00pabOTKU U XpaHEHHs [0 IIOTTEpa 2. Obtaining physical access to the device.
1. lllegal use of a plotter to create illegitimate copies | 3. lllegal connection to information transmission lines from
by the user. the processing and storage device to the plotter.
2. lllegal copying of information output by the plotter.
3. Interception of transmitted information from the
processing and storage device to the plotter
5 VYerpoiictBa 1. TlepexBat nepegaBaeMoil HHPOPMAIUH OT 1. He3zakoHHOE MOAKITIOUEHUE K TMHUSAM Hepenadn nHdopMa-
BHEIIHETO yCTpoiicTB 00pabOTKH M XpaHEHHUS IO YCTPOUCTB IUA OT YCTPOHUCTB OOpabOTKH M XpaHEHHS IO YCTpPOICTB
XpaHCHUA BHCIIHETO0 XpaHCHUSA JaHHBIX BHEIIHErO XpaHCHU MaHHBIX C LEJIbIO IE€peXBaTa rnepeaaBac-
JIaHHBIX 2. Kpaxa ycTpoiCTB BHEIIIHETO XPAHEHHS JaHHBIX MO HH(pOpMAIUH.
External WJIM UCTIONIb3YEMbIX B HUX MAIIMHHBIX HOCUTENeH 2. ITony4enue GpU3NIECKOro A0CTyIa K yCTPOHCTRY.
storage uHdopMaLHu. 3. He3akoHHOE HENOCPEJICTBEHHOE IMOJKIIOYEHHE K YCTpOM-
devices 3. HezaxoHHOE KonMpoBaHue HHPOPMALIUH, XPaHH- CTBaM BHEILIHETO XPAaHCHUS JaHHBIX.
MOM Ha yCTpOﬁCTBaX BHEIIHETO XpaHECHU JaHHBIX 4. He3akoHHOE TIOOKITFOYCHHUE K yCTpOﬁCTBaM BHEIIHETO Xpa-
1. Interception of transmitted information from pro- HEHUs! IAaHHBIX Yepes3 JIMHUY Tepefadn nHpopMaluu
cessing and storage devices to external data storage 1. lllegal connection to information transmission lines from
devices processing and storage devices to external data storage devices
2. Theft of external storage devices or the machine in order to intercept transmitted information.
media used in them. 2. Obtaining physical access to the device.
3. lllegal copying of information stored on external 3. lllegal direct connection to external storage devices.
storage devices 4. lllegal connection to external data storage devices through
data transmission lines
6 IIpoextop 1. He3akoHHOE mosTydeHre BU3YyalIbHOMH HH(MOpMAIHH, 1. IIpOHUKHOBEHHE B IIOMELIECHHE, IJIe YCTAHOBJIEH IIPOEKTOP.
Projector MPOELUPYEMO Ha KpaH. 2. YcTaHOBKA aIllapaTHOM 3aKJIAJKU JUIS TOJYYCHUS ayJuo- U
2. He3axoHHEBIH nepexsar I/IH(bOpMaHI/IPI 3a CUET yTe- BHByaHBHOﬁ I/IH(bOpMaHI/II/[ B [IOMEIICHNH, T'IC YCTAHOBJICH
YeK I10 KaHaJlaM [T000YHBIX DJICKTPOMArHUTHBIX U3- TIPOEKTOP.
nydenuid 1 HaBosok (IISMUH) (kabenp nepenaun 3. [Tony4eHue yaanéHHOro BU3yaJbHOIO JIOCTYIIA B IOMEIIe-
JaHHBIX OT yCTpOﬁCTBa Te€Hepalyu Curaaja o 1mpo- HHUE, TAC YCTAHOBJICH IIPOCKTOP.
eKTopa) 4. Pa3memmenne odopynoBanus 11 nomyderns [IDMUH B
1. Illegal receipt of visual information projected on 30H€, 00eCIeUnBaOIIEH MOTyYeHHEe TaHHOH HHOpMAILU
the screen. 1. Penetration into the room where the projector is installed.
2. Illegal interception of information due to leaks 2. Installation of a hardware bookmark for receiving audio and
through the channels of incidental electromagnetic visual information in the room where the projector is installed.
radiation and interference (PEMIN) (data transmission | 3. Obtaining remote visual access to the room where the pro-
cable from the signal generating device to the projec- jector is installed.
tor) 4. Placement of equipment for receiving PEMIN in the area
providing this information
7 MHuorodyHk- 1. He3akoHHOE KomMpoBaHWE HHGOPMAIUH IT0JIB30- 1. Co3naHue HENErMTUMHBIX KOIHUH MOJB30BATEIEM MM 3110-
IIMOHAJIBHOEC BaTCIICM. YMBIIJICHHUKOM.
YCTPOHUCTBO 2. IlepexBar nepenaBaeMoil HHGOPMALMH OT YCTPOH- 2. He3akoHHOE MOAKITIOUEHUE K JMHUSIM Iepenadd HHpopMa-
Multifunction CTBa CKAaHUPOBAHMA 10 YCTPONUCTBA XpaHEHUSI. LMY OT YCTPOMCTBA CKAHUPOBAHUS 10 YCTPOUCTBA XPaHCHHUS.
device 3. He3zakoHHOE HCIIOJIb30BAHUE MHOFO(byHKILI/IOHaJlL- 3. Co3maHue HENErMTUMHBIX KOIHil II0JIb30BATEIEM.
HOTO yCTpOﬁCTBa JUIA CO3JIaHHsI HEJICTUTHMHBIX KO- 4. HOHy‘{eHI/Ie (1)PI3I/I‘{GCKOI‘0 JO0CTYyTIa K yCTpOﬁCTBy.
Ui N0JIb30BATENEM. 5. HezakoHHOE MOAKIIIOYEHUE K JIMHUAM Tepeaayn uHpopMma-
4. Hes3akoHHOE KOMMPOBAHWE BBIBOAUMON MHO- | IIMU OT YCTPOWCTBA 0OpabOTKH M XPaHEHUs 1O MHOTO(DYHKITH-
ro()YHKIMOHAIIBHBIM YCTPOHCTBOM HH(OPMALIIH. OHAJILHOT'O YCTPOHCTBA
5. IepexBat nmepemaBaemoii uubopmarmu ot yerpoii- | 1. Creation of illegitimate copies by a user or an attacker.
cTBa 00paboTKH H xpaHeHus 10 MHorodyukimonanb- | 2. lllegal connection to data transmission lines from the scan-
HOTO YCTpO#CTBa ning device to the storage device.
1. lllegal copying of information by the user. 3. Creation of illegitimate copies by the user.
2. Interception of transmitted information from the | 4. Obtaining physical access to the device.
scanning device to the storage device. 5. lllegal connection to information transmission lines from a
3. lllegal use of a multifunctional device to create | processing and storage device to a multifunctional device
illegitimate copies by the user.
4. lllegal copying of information displayed by a multi-
functional device.
5. Interception of transmitted information from a
processing and storage device to a multifunctional
device
8 IIpuntep 1. HezakoHHOE MCIIONB30BaHKE MPUHTEpA VIS CO3/1a- 1. Co3naHue HETErHTUMHBIX KOMHH MOJIb30BATENIEM.
Printer HUS HEJIETUTHMHBIX KOIHH IOJIb30BATENIEM. 2. Ilony4enne (pU3NYECKOTO JOCTYIA K YCTPOHCTBY.

3. He3zakoHHOE MOAKIIOYEHUE K JIMHUAM Tepeaadn uHpopMa-
LUK OT YCTPOWCTBA 0OPaOOTKM M XpaHEHUS JI0 IPUHTEPA.

1. Creation of illegitimate copies by the user.

2. Obtaining physical access to the device.

3. lllegal connection to information transmission lines from
the processing and storage device to the printer
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Ne %EEHBX.?g B wvul bility t Crioco6 peau3anuu ysa3BUMOCTH
/u I}Zr[1ks WA yAsBaMOCT VUINErabtlity type Method of vulnerability implementation
3. Interception of transmitted information from the
processing and storage device to the printer
9 Ddakc 1. He3akoHHOe KONMMpOBaHHE HHGOPMAIUH IONB30- 1. KonupoaHnue nepenaBaeMoit HHGOpMAIHY (IPHHSATHIE WK
Fax BaTelleM. OTIpaBJsieMble (paKCHMHIBHBIC COOOIICHUSI) MTOTb30BATEIEM.
2. IlepexBar mepenaBaemoii (axkcuMiibHOi uHbop- | 2. [lonydeHne pU3nUECKOro AOCTyNA K YCTPOHCTBY.
Manunu 3. Hesakonnoe IIOJKIIIOYCHHE K TeJ'IC(bOHHBIM JIMHUSAM TIEpE-
1. Illegal copying of information by the user. J1a4i MHPOpMAIUK 0T (HAKCHMUIIHOTO YCTPOKHCTBA
2. Interception of transmitted facsimile information 1. Copying of transmitted information (received or sent fax
messages) by the user.
2. Obtaining physical access to the device.
3. lllegal connection to telephone lines of information trans-
mission from a facsimile device
10 YerpoiictBo 1. He3akoHHO€ W3rOTOBIICHUE BUIEU300pPAKEHUH 1. Co3naHne HENErHTUMHBIX BHICOM300paKeHHI MOJIb30BaTE-
BH,EI,SO(l)I/IKCa— I10JIb30BATECJIEM. JIEM WJIK 3JIOYMBILIJIEHHUKOM.
- Device 2. IlepexBat nepenaBaemMoit HHGOPMALMK OT YCTPOH- 2. He3akoHHOE NMOAKIIOUEHUE K JIUHUSIM Ilepenaddl HHpopMa-
video cTBa BUICO(HKCALMH JIO YCTPOHCTBA XPaHEHUSL. LMK OT YCTPOWCTBA CKAHUPOBAHUS IO YCTPOWCTBA XPAaHEHHS.
recording 3. Hesakonnoe moiy4erue uHbopmanuu u3 mamsatd | 3. [lomydeHne HH3UUECKOro JOCTYMA K YyCTPOUCTBY
yCTpOCTBa BUACO(DUKCALUI 1. Creation of illegitimate video images by a user or an intrud-
1. Illegal production of video images by the user. er.
2. Interception of transmitted information from a | 2. lllegal connection to data transmission lines from the scan-
video recording device to a storage device. ning device to the storage device.
3. lllegal obtaining of information from the memory | 3. Getting physical access to the device
of the video recording device
11 Okpan  (Tab- 1. He3akoHHOE HONyYeHNE BU3yaIbHOH HH(OPMAIIUH, 1. IIpOHMKHOBEHME B IOMELIEHHE, IJIE YCTAHOBJIEH ITPOEKTOP.
no)  Screen MPOELUPYEMO Ha KpaH. 2. YcTaHOBKA annapaTHOW 3aKJIa[KH JUIs MOMYYEHUs ayJuo U
scoreboard 2. HesakoHHbIi miepexBaT nHpoOpManuu 3a CU€T yre- | BU3yaldbHOH HHOOpMALMH B MOMELICHHH, TAE YCTAHOBJICH
yek 1o kaHaitam [IDMUH (kabens nepenayunt TaHHBIX MIPOEKTOP.
OT YCTPOICTBA reHepaluy CUrHAJIA JI0 SKpaHa). 3. Ionyyenue yaanéHHOTO BU3YaIbHOIO JOCTYINA B IOMEIIE-
1. Illegal receipt of visual information projected on | Hue, rie ycraHOBIEH IIPOEKTOP.
the screen. 4. Pasmemenue obopymoBanmst i nomydenns [IOMUH B
2. lllegal interception of information due to leaks | 3ome, obecnieunBaromieii nonyyeHne JaHHON UHPOPMALUH
through PEMIN channels (data transmission cable | 1. Penetration into the room where the projector is installed.
from the signal generating device to the screen) 2. Installation of a hardware bookmark for receiving audio and
visual information in the room where the projector is installed.
3. Obtaining remote visual access to the room where the pro-
jector is installed.
4. Placement of equipment for receiving PEMIN in the area
providing this information
12 Ilepconans- 1. He3akoHHOE NoOy4eHHE YIAJICHHOTO YNPABIECHHS 1. 3apakeHHe INEpCOHAIBHOIO KOMIIBIOTEPA BPEIOHOCHBIM
HbIE HaJl IEPCOHAJILHBIM KOMIIBIOTEPOM. 1o.
KOMIBIOTEPHI 2. IlepexBaT nepenaBaeMoi HHPOPMAIIUH. 2. [Tony4yeHue GpU3NYECKOro A0CTyMa K yCTPOHCTRY.
Personal 3. broxupoBanue paGoOTEL. 3. IlepexBat nepeaBaeMoii HH(POPMAINH 10 KaHAJIAM CBSI3H.
computers 4. HesakonHoe nony4yeHue ooOpadaTbiBaemMoil uHdop- | 4. HenmerutumHas ycTaHOBKAa M NPUMEHEHHE IOJIb30BATENIEM
Maluu. HO, HE SABJIAIOMICTOCSA BPEAOHOCHBIM, HO ITO3BOJIAIOIIAM OCY-
5. He3axoHHOE MOJTy9eHUE XPaHUMOW HH(POPMAIH. IIECTBILATh ACHCTBUS 1O MoxudUKamy HHpopManny (Imd-
6. CoxpeiTHe 00OpabaThiBaeMoOil H MepefaBaeMoOil | poBaHHe, yaaieHue), cOopy U mepemade HHOOPMALMH WITH
HHGOPMALIMH OT JIETUTUMHOTO TTOJIH30BATEISL. yAanEHHOMY YIPaBJICHUIO.
7. HezakonHast MOI[I/Iq)I/IKaI_H/IH I/IH(i)OpMaLII/II/I. 5. HOI[KII}O‘ICHPIG BHCITHUX yCTpOﬁCTB C OCJIBI0 HE3aKOHHOT'O
8. HeszakoHHBII mepexBaT nH(pOpMaIMU 3a CYET yTe- KOMUPOBaHH WH(OPMAIMU TOJIH30BATENEM WM 3JIOYMBIII-
yek no kaHaitam [IDMUH (kabens nepenayn TaHHBIX JIEHHHUKOM.
OT YCTpOICcTBa reHepalluy CUrHala JI0 IIPOeKTopa). 6. Pasmenienue obopymoBanus s noiydeHus [IOMUH B
9. PaboTa OT MIMEHU JIETUTUMHOTO I10JIb30BATENIS. 30HE, oOecreunBaroIei MoayYyeHne JaHHOi nHdopmanmy.
10. YHHYTOXXEHHME MAIIHHHOTO HOCHTENS HH(pOpMa- 7. ®usnueckoe WM MEXaHUYecKoe BO3IECHCTBHE Ha MaIlllMH-
uuul. lllegal obtaining of remote control over a per- | Hblif HOcHTeb HHOPMALIHH.
sonal computer. 8. Kpaxka nmepcoHanbHOT0 KOMIBIOTEpA WM HOCHTENST HHPOP-
2. Interception of transmitted information. MaIHu.
3. Blocking work. 1. Infection of a personal computer with malware.
4. lllegal receipt of processed information. 2. Obtaining physical access to the device.
5. lllegal receipt of stored information. 3. Interception of transmitted information through communica-
6. Concealment of processed and transmitted infor- | tion channels.
mation from a legitimate user. 4. Illegal installation and use by the user of software that is not
7. lllegal modification of information. malicious, but allows actions to modify information (encryp-
8. lllegal interception of information due to leaks | tion, deletion), collect and transfer information or remote
through PEMIN channels (data transmission cable | control.
from the signal generating device to the projector). 5. Connection of external devices for the purpose of illegal
9. Work on behalf of a legitimate user. copying of information by a user or an intruder.
10. Destruction of machine information carrier 6. Placement of equipment for receiving PEMIN in the area
providing this information.
7. Physical or mechanical impact on the machine data carrier.
8. Theft of a personal computer or data carrier
13 Poytep 1. TlopkmioueHue K poyrepy. 1. ITox6op y4eTHBIX JaHHBIX (JIOTHH, Iapoib) K pOyTepy.
Router 2. bnokupoBaHue poyrepa. 2. 3apaxxeHue poyrepa BperoHocHbIM T10.

3. IlepexBaT HHpOpManUH, epeaaBaeMoil depe3

3. Hcnonb3oBanne TIPOrpaMMHBIX NI TIpOrpaMMHO-
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Ne %;HBX_?g B wvul bility t Crioco6 peasu3anuu ysi3BUMOCTH
n/n I}Zrllks WA yAsBaMOCT VUINErabtlity type Method of vulnerability implementation
poyrep anmapaTHBIX YCTPOWCTB IS IlepexBaTa M aHaumu3a Tpaduka
1. Connecting to a router. (cHuepoB), MOAKITIOUEHHBIX K JIUHAM Hepeaadn HHPOpMaLMH
2. Blocking the router. poytepa.
3. Interception of information transmitted through the 4. dusngeckuii ZOCTYI K yCTPOUCTBY
router 1. Selection of credentials (login, password) for the router.
2. Infection of the router with malware.
3. The use of software or hardware-software devices for inter-
cepting and analyzing traffic (sniffers) connected to the rout-
er's information transmission lines.
4. Physical access to the device
14 BecnpoBoa- 1. BecipoBoHast epenaya JaHHBIX Ha (PUKCHPOBaH- 1. IlepexBaT nepenaBacMbIX MaKETOB.
Has HBIX 9aCTOTax I10 CTAHAAPTHBIM aJITOPUTMAM. 2. I[emnc])paunﬂ Tnepe€aaBa€MbIX ITAKETOB
nepeznada 2. OtcyrcTBHe MM c1aboe mudpoBaHKe NepefaBae- 1. Interception of transmitted packets.
JAHHBIX MBIX I1AKETOB 2. Decryption of transmitted packets
(rouka  mo- | 1. Wireless transmission of data at fixed frequencies
cryma,  aH- | using standard algorithms.
TEHHA) 2. Absence or weak encryption of transmitted packets
Wireless data
transmission
(access point,
antenna)
15 Cepsep 1. He3akoHHOE MOJyY€HHE YIAJICHHOTO YIPABICHHS 1. 3apaxkeHue cepBepa BPeJOHOCHBIM IIPOrPaMMHBIM o0ecrie-
Server HAaJ[ CEPBEPOM. YECHHUEM.
2. IlepexBaT nepenaBaeMoii HHGOPMAIUH. 2. Ilomy4enne pU3NYECKOTO HOCTYIA K YCTPOICTBY.
3. brokupoBanue paboThI. 3. [lepexBat nepenaBaeMoii HH(GOpPMAIMHU 110 KaHAJIaM CBS3H.
4. HesakonHoe nonydeHue oOpadaTbiBaemMoil uHdop- | 4. HenerutumHas ycTaHOBKAa M NPUMEHEHHE I10JIb30BATEIEM
Manuu. HO, HE ABJIIOIIETOCSA BPEAOHOCHBIM, HO ITO3BOJIAIOIINUM OCY-
5. He3akoHHOE mONTy4eHHE XpaHUMOU HH(OPMALIHH. LIECTBILITh ACHCTBHUS MO0 Moaudukaimu uHpopmanuu (ud-
6. CoxpeiTue oOpabaThiBaeMoOil H mepefaBaeMoOil | poBaHHe, yaaneHue), cOopy U mepemade HHOOPMALMH KK
PIHdepMaI_II/H/I OT JICTUTUMHOTI'O IT0JIb30BATECIIA. yI[aJIéHHOMy YHOpaBJICHUIO.
7. He3akonuas Mmogudukarus nHGopMaiim. 5. INopkiaroyeHUe BHEUIHUX YCTPOWCTB C LIENBI0 HE3aKOHHOTO
8. HeszakoHHbII nepexBaT nHpopMauu 3a cyér yre- | KONMPOBaHUS HMH(GOPMALMM MOJIB30BATEIEM WM 3JIO0YMBbIIL-
yek 1o kaanaMm [IOMIH (kabenps nepenaun JaHHBIX JIEHHUKOM.
OT YCTPOMCTBa reHepaIiy CHTHAJA JI0 IPOSKTOPA). 6. Pasmenienne obopymoBanus mis moxydeHus [IDMUH B
9. PaboTa OT MIMEHHU JIETUTUMHOTO I10JIb30BATEIS. 30He, 00eCIIeYNBAOIICH MOTyIeHHe TaHHOH HH()OPMAIHH.
10. YHuYTOXEHME MAIIMHHOIO HOCHTENS I/IH(t)OpMa- 7. ®uU3NYECKOe WIM MEXaHHYECKOE BOSHeﬁCTBHe Ha MalluH-
hinsise HBI HOCUTENb HH(POPMAIIHH.
1. Illegal obtaining of remote control over the server. 8. Kpaxa cepepa ninu Hocutesei nHpopManuun
2. Interception of transmitted information. 1. Server infection with malicious software.
3. Blocking work. 2. Obtaining physical access to the device.
4. lllegal receipt of processed information. 3. Interception of transmitted information through communica-
5. lllegal receipt of stored information. tion channels.
6. Concealment of processed and transmitted infor- | 4. lllegal installation and use by the user of software that is not
mation from a legitimate user. malicious, but allows actions to modify information (encryp-
7. Illegal modification of information. tion, deletion), collect and transfer information or remote
8. lllegal interception of information due to leaks | control.
through PEMIN channels (data transmission cable | 5. Connection of external devices for the purpose of illegal
from the signal generating device to the projector). copying of information by a user or an intruder.
9. Work on behalf of a legitimate user. 6. Placement of equipment for receiving PEMIN in the area
10. Destruction of machine information carrier providing this information.
7. Physical or mechanical impact on the machine data carrier.
8. Theft of the server or media
16 Tenepon 1. HezakoHHOE nosTydeHue pedeBoii nHdpopmam 1. He3akoHHOE MOAKITIOUEHUE K KaHAJIaM CBSI3H.
Telephone 1. Illegal receipt of speech information 2. YcTaHOBKA anmapaTHOW 3aKJIaJKH UL MOMYYSHHS pedeBOi
nHpopMaLuK
1. lllegal connection to communication channels.
2. Installation of a hardware bookmark for receiving speech
information
17 Jatuuk 1. JIunss nepenaun nadopmaimu 3a cuét yredek no 1. Pasmenienne obopymoBanust mnst nonydenus [IOMUH B
HOKapHOM kananam IISMUH. 30He, 00eCIeunBaloNIell TMONydeHHe NAaHHOW HH(pOPMAIWH,
CUrHaJm3a- 2. MOXeET HCITONIB30BaThCS B KAUECTBE MaCKHUpYouie- WIA HENOCPEACTBECHHOC IMOAKIIOYCHUC K JIMHAM chnyxana-
LA TO yCTpOICTBa MPH YCTaHOBKE B HEM KaMepbl WK HHUA JaTYHKA.
Fire alarm MHKpPO(OHa MO0 YCHIINTENS PaANOCHTHAJIOB. 2. ®U3NYECKHii TOCTYIIL.
sensor 1. Linear information transmission due to leaks 3. YcraHoBKa B JaTYMK KaMepbl MM MHUKPO(OHA TIPH MPOU3-

through PEMIN channels.

2. Can be used as a masking device when installing a
camera or microphone or amplifier of radio signals in
it

BOJICTBE YCTPOMCTBA MJIM MOCJIE €r0 YCTAaHOBKH.

4. YcraHoBKa B JATYUK YCUIIMTEISA palHOCUTHAJIOB IIPU MPO-
W3BOJICTBE YCTPOHCTBA.

1. Placement of equipment for receiving PEMIN in the area
providing this information, or direct connection to the sensor
service lines.

2. Physical access.

3. Installation of a camera or microphone in the sensor during
the manufacture of the device or after its installation.
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Ne %EEHBX.?g B wvul bility t Croco6 peanu3aluy ysI3BUMOCTH
/u I}Zrllks WA yAsBaMOCT VUINErabtlity type Method of vulnerability implementation
4. Installation of an amplifier of radio signals in the sensor
during the manufacture of the device
18 Jatunk 1. JIunss nepenaun HHGOPMAIHH 3 CUET yTEUEK 110 1. Pasmemenue obopyzmoBanus mrst nomydenus [IDMUH B
OXpaHHOMH kananam [IDMUH. 30HEe, O0ECMeYHBAIOLICH IOIyYeHHE NaHHOW HH(OpPMAIUH,
CHUrHaJIM3a- 2. MOXeT HCII0JIb30BaThCS B KAUECTBE MacCKHUpYyo1ie- WJIA HENOCPEACTBEHHOC IMOAKIIOYCHUE K JIMHAM 06cny>1<yusa—
uu Security IO YCTPOMCTBA IIPH YCTAHOBKE B HEM KaMepbl MK HHS JaTIHKa.
sensor MHKpOQOHa 2. OHU3NYECKHii TOCTYIL.
alarms 1. Linear information transmission due to leaks 3. YcTaHOBKa B JaTYMK KaMmepbl WM MUKPO(OHA MPH TIPOHU3-
through PEMIN channels. BOJICTBE YCTPOMCTBA MM IIOCTIE €T0 YCTaHOBKH.
2. Can be used as a masking device when installing a 4. YcTaHOBKA B JAaTYMK YCHIIHTENS PaJHOCUTHAIIOB IIPU IIPO-
camera or microphone in it U3BOJICTBE YCTPOUCTBA.
1. Placement of equipment for receiving PEMIN in the area
providing this information, or direct connection to the sensor
service lines.
2. Physical access.
3. Installation of a camera or microphone in the sensor during
the manufacture of the device or after its installation.
4. Installation of an amplifier of radio signals in the sensor
during the manufacture of the device
19 Jlunus cetn 1. JIunsis mepenaun nadOpMALHH 3a CUET yTEUEK MO 1. Pa3memenne obopynoBanus Juisi noiydenuss [IOMHUH B
TIUTaHUS xananam [IDMUH. 30He, obecneunBalollel IMOTydeHHe NaHHOW HH(opMamuy,
Power line 2. INopkiroyeHue yCTpOMCTB Uil HE3aKOHHOTO Iepe- WIN HETOCPEACTBEHHOE MOJKIIOYEHUE K JMHUSAM CETH MHTa-
xBaTa HH(OpMAaLHK HHSL
1. Linear information transmission due to leaks 2. ®du3nyecKuii TOCTYIIL.
through PEMIN channels. 1. Placement of equipment for receiving PEMIN in the area
2. Connecting devices for illegal interception of in- providing this information, or direct connection to power lines.
formation 2. Physical access
20 Ethernet 1. JInnss nepenadn nHGOPMALMH 3a CUET yTEUEK 110 1. Pasmemenune obopyznoBanust mnsa nomydenus IIOMHH B
Ka0enb xaHanam [ISMUH. 30He, obecneunBalollel IMOTydeHHe ITaHHOW HH(OpMamuy,
Ethernet 2. INopkiroyeHue yCTpOMCTB Uit HE3aKOHHOTO Iepe- WIIHM HEeNocpeCTBeHHOe noakouenue Kk Ethernet kaGento.
cable xBara MH(pOpMaum 2. ®usnuecKuil AOCTYIL.
1. Shedding information transmission due to leaks 1. Placement of equipment for receiving PEMIN in the area
through PEMIN channels. providing this information, or direct connection to an Ethernet
2. Connecting devices for illegal interception of in- cable.
formation 2. Physical access
21 CrnaboTou- 1. JIunss nepenaun nadopmanyu 3a cuér yreyek mno 1. Pasmenienne oGopynoBanus st nonydenus [IOMUH B
HbIE JTMHUHU kananaMm [I9MUH. 30He, 00eCTeYNBAIOIICH TTOTyYeHHEe JTaHHOW HH(POPMAIIUH HITH
Low current 2. INopkiroueHue yCTPOMCTB JUls HE3aKOHHOTO Iepe- HENOCPEICTBEHHOE MOIKITIOUEHHE K CIIA00TOYHBIM JIHHSIM.
lines xBara MH(GOpMaIuu 2. ®usnuecKuil AOCTYIL.
1. Linear information transmission due to leaks 1. Placement of equipment for receiving PEMIN in the area
through PEMIN channels. providing the receipt of this information or direct connection
2. Connecting devices for illegal interception of in- to low-current lines.
formation 2. Physical access
22 TToncucrema 1.TI0 C3U or HCJI. 1. CereBas aTaka Ha nporpammubiii kox C3U ot HC/.
31 or HCA B 2. HepocratouHoe ka4yecTBO  (pyHKIIMOHHPOBAHUS 2. OOk 1epcoHana 1 OIepaTopoB.
AC (C3U or C3M or HC/I. 3. HecanknmonnposanHoe n3MeHeHne koHdurypannn C3H1 or
HCJT) Sub- 3. Ucnons3oBanne HeaktyansHod Bepcuu C3U or | HCI.
system of IS HCA. 4. HecaHKITMOHNPOBaHHOE M3MEHEHHE aJITOPUTMOB (QYHKIINO-
from NSD in 4. OmmOKY MpH NPOEKTUPOBAHNH. nuposanust C3U or HC/I.
AS (IS from 5. OtcyrcTBHe akTyanpbHOTO JOKyMmenta, cBszannoro | 1. Network attack on the ISS program code from the NSD.
NSD) ¢ obsizarensHOM ceprudukanpeit C3U or HC/I. 2. Errors of personnel and operators.
1. ON SZI from NSD. 3. Unauthorized change in the configuration of the information
2. Insufficient quality (efficiency and reliability) of | security system from the NSD.
the functioning of the information security system | 4. Unauthorized change of the algorithms for the functioning
from the NSD. of the information security system from the NSD
3. Use of an outdated version of the information secu-
rity system from the NSD (from the point of view of
the relevance of network attacks).
4. Errors in design.
5. Lack of an up-to-date document related to the man-
datory certification of the information security system
from the NSD

Ub.

BriBoa. Ha ocHOBe aHamn3za METOIUYECKOU
OCTIK Poccun, nocsiienHsix 31 B AC, BegomcTBeHHON nokymeHTaunun MBJI Poccun, pernamen-
tupytouieil Tpedoanus no 31 Ha oO0bekTax nuHbopmaTuzanuu OBJI, oTKpbITON HayYHO-TEXHUYECKOU
auTeparypsl B obnactu obecnieuenust b B cratee pazpaborana TumoBas cTpykrypa 3amuiieHHoi AC
OB/l u onpenesneHbl KIOUeBble 0OCOOEHHOCTH €€ (DYHKIIMOHUPOBAHMS ¢ TOUKU 3pEHUs 00ECeUeHHUsI
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BbIsiBIIeHBI TTOTEHIMATBHBIE KaHAIBI PeaU3allii CETEeBBIX aTak K KOH(HICHIHMAILHOMY HH-
dbopMarmOHHOMY pecypcy, OIpeeleHbl YA3BUMOCTH 3BeHbeB AC U BO3MOXKHBIE CIIOCOOBI UX peaju-
3auuu Ha 00bekTax uHpopmaTuzau OB/I.

Pe3ynbraThl mpoBEAEHHOTO MCCIEAOBAHUS MOTYT OBITh MCIOJIB30BaHbI B MPOLECCE MPOEKTH-
pOBaHMS U dKCIUTyaTanuu cpeacts u cucreMm Wb Ha o0bekTax nHGopmarm3anuu OB/l B 1ensix moBbI-
LIEHUS UX 3aLIUIICHHOCTH.
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