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Pestome. Llean. Llenpio uccnenoBanus sSBisieTcs onpezenenue Hanbosuee 3(hpHEeKTUBHOIO
MeTOJla CEMAaHTHYECKOTO aHAJIM3a COCTOSIHUA Ipolecca PYyHKIHMOHUPOBAHUS CHUCTEMBbI OOHapy-
KEHUSI, IPEIyNPEeXICHUs U JIUKBUAALMU TOCIEICTBUN KOMIIbIOTEpHBIX atak. Metoa. Hccneno-
BAaHHUE IIPOBEJCHO HA OCHOBAaHUM METOJOB CEMAaHTUYECKOIO aHaliM3a COCTOSIHMS Ipolecca
¢ynkuuonuposanusi COIIKA. Pesyabrar. [lpenioxena cTpykTypHas MoJelb CUCTEMbl CEMaH-
THYECKOr0 aHalu3a cocTosiHUs mporecca GpynkunonupoBanus COIIKA, cnocoOHast B monHOM
Mepe o0ecneuuTh aHajlu3 COCTOSIHMS mpolecca (yHKUMOHUPOBAHUS CUCTEMBbI OOHApYKEHHUS,
NPeayNpeKACHUS U JTUKBUAALUHI OCIEICTBUM KOMIIBIOTEPHBIX aTak. OmpenaeseHo, 4To Haubo-
nee 3¢ (EeKTUBHBIM METOAOM PELICHMs 3a/ladyll CEMaHTHYECKOIo aHajl3a COCTOSHUS Ipoliecca
¢ynkunonuposanusi COIIKA sBisieTcst MalMHHOE 00yueHHE ¢ MPUMEHEHUEM OHTOJIOTHYECKOTO
MOJICIMPOBaHUs 00BbeKTa aHaim3a. BeiBoa. HeoOxoaumel nampHENIME UCCIEIOBAHUS B YaCTH
pa3paboTKU MpeJiaraéMoil CUCTEMbl CEMaHTUYECKOI0 aHajM3a COCTOSHUS IMpolecca (QyHKIHO-
HUPOBAHUS CHUCTEMbl OOHApYKEHHUS, MPELyNpexaACHUS U JTUKBUIAIUHN TOCIEACTBUNA KOMIIbIO-
TEPHBIX aTakK.
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Methods for semantic analysis of the state of the process of functioning of a system
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Abstract. Objective. The aim of the study is to determine the most effective method
of semantic analysis of the state of the process of detection, prevention and elimination of conse-
quences of computer attacks. Method. The study was conducted based on the methods of seman-
tic analysis of the state of the process of SOPKA operation. Result. A structural model of the
system of semantic analysis of the state of the process of SOPKA operation is proposed, which
is capable of providing an analysis of the state of the process of detection, prevention and elimi-
nation of consequences of computer attacks. The most effective method for solving the problem
of semantic analysis of the state of the process of SOPKA operation is machine learning using
ontological modeling. Conclusion. The results indicate the need for further research of the sys-
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BBenenne. CoBpeMeHHasi MpaKTHKa MPUMEHEHHs] CHCTEMbI OOHApY>KEHUSs, MpemyIpe-
JKICHUS W JIMKBUJIAUU TIoceAcTBUN komnbioTepHbIX aTak (COITKA) cBumereascTByeT 0 HE00-
XOJIUMOCTH CUCTEMATHUECKOTO MPOBEICHUS aHAlIN3a COCTOSHUS Tporecca PyHKIIMOHUPOBAHUS
(ITdD) e€ crpykrypHbIX AmmemeHTOB [1-2]. [Ipn 3TOM CyliecTByOIME MOIXO0bI K aHAU3Y B 3a-
JAHHOU TPEIMETHON 00JIACTH OCHOBBIBAIOTCS UCKIIOYUTEIHLHO HA MPSMOM METOJIC aHaIu3a, 3a-
BUCAIIEM OT MOJHOTHI MpeAocTaBIsieMbIX NMapamerpuueckux nanueix (I1J]) o Tekymem coctos-
Hun [1® COIIKA u peanusyemoM crnenuannctoM 1o uHpopmanuonHoi 6e3onacuoctu (Mb),
YTO B OOIIEM HEraTMBHO BJMseT Ha 3(P(GEKTUBHOCTh PEIICHUs paccMaTpuBaeMoil 3amauu [3].
O0630p CyIIECTBYIOUIUX TEOPETHUYECKUX M MPAKTUYECKUX ACIEKTOB B 3aJIaHHOM NpPEeIMETHOU
o0yacTu MoOKaszaj, YTO BO3MOKHBIM pPELICHHEM YyKa3aHHOW MpoOJieMbl SBISETCS MpPUMEHEHHUE
ceMUOTHYeCcKOro noaxoaa k ananuzy cocrosinus [1d COIIKA, B pamkax KOTOPOTO peaiu3yroTcs
CUHTAKCUYECKHI, CEMAaHTHUECKHUM U TParMaTHUECKH STanbl aHAIN3A.

IMocranoBka 3agauu. B JaHHON CTaTbe pacCMAaTPUBACTCS CEMAHTUYECKUW aHAN3
(CMA), koTOpBIii B HacTosilIee BpeMsl peajn3yercs B YCIOBHUIX OTCYTCTBHS €IUHOTO (hopManu-
30BaHHOTO TOJX0/a, a TaKXkKe 0a3upyeTcss Ha KOHKPETHBIX METO/axX, 00JIaIaloluX OIMpeIecH-
HBIMHU HEJOCTaTKaMH, HE MO3BOJIAIOIIMMHU ONEPATHUBHO PELIUTh 33Jauy aHaiu3a coctosus [1D
COIIKA c yueroMm ocobeHHOCTEH €€ TocTpoeHus: U pexxuMoB pyHKimonupoBanus (Px®d) [1].

Henpio uccnenoBanus sBsieTcs onpeneieHue Hanbonee 3pGEeKTUBHOTO METO/Ia CEMaH-
TUYECKOTO aHAJM3a COCTOSIHHSI TIporiecca (yHKIIMOHUPOBAHMS CUCTEMBI OOHAPYKEHUS, TIPE.Ty-
NPEKICHUS U TUKBUIAINH TTOCIEICTBUN KOMIIBIOTEPHBIX aTak.

MeTtoabl ucciaenoBanus. PaccMoTpuM OCHOBHBIE METO/IbI, CTOCOOHBIE BBHITIOJIHATE CMA
coctostaus [1d COIIKA (puc. 1): meTon pacno3HaBaHHWs UMEHOBAHHBIX CYITHOCTEH; METOJ OC-
HOBaHHBIN Ha WMCIOJIb30BAaHUHU TE3aypyca; METO]l JIEKCHYECKOTO aHallh3a; METO]| MAIIUHHOTO
o0ydeHus; MeToJl TIy0okoro oOy4eHHs; METOJl OHTOJIIOTUYECKOTO MOJAEIUPOBAHUS; METOJ Ce-
MaHTUYECKOro auddepeHmmana.
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Puc. 1. OcnoBubie MeToabl CMA coctosinusa I[1P COIIKA
Fig. 1. Basic methods of SMA of the state of PF SOPKA
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B nemsax OIIPCACIICHUA Hauboee 3(1)(1)6KTI/IBHOFO METOAAQ, CII0OCOOHOTO MOBBLICUTH ornepa-
TUBHOCTBb HCCIICAYCMOI0 Iponecca, paCCMOTPUM OCHOBHBIC JOCTOMHCTBA MU HCAOCTATKH CYILIC-

ctByromux metogoB CMA coctosaus [1®d COIIKA (tab6n.1) [3-15]:
Tab6umuua 1. /locTOMHCTBA ¥ HEIOCTATKH cyllecTBYIOIMX MeTon0oB CMA coctosinns I[1® COIIKA

Table 1. Advanta

ses and disadvantages of existing methods of SMA of the state of the PF SOPKA

HaunmeHnoBanue
metoga CMA
Name SMA

JocTouHcTBa
Advantages

HenocraTkn
Disadvantages

Pacno3naBanmue
HNMeHOBaHHBIX
CyHIHOCTel
Named Entity
Recognition

MO3BOJIACT HICHTH(OULIUPOBATH pas-
JUYHBIE MMEHOBAaHHBIE  CYIIHOCTH
nocpeacTtsoM aHanusa IIJ[ ¢ yduerom
0COOCHHOCTEH MX HAIMCAHHMS; 03BO-
JIAET YyJIYUYIIUTh Ka4€CTBO IMOMCKOBBIX
3aIlpocos, 3a CUeT BBIACIACMbIX
cpotictB I1JI/ allows you to identify
different named entities; allows you to
improve the quality of search queries.

HEAOCTaTOYHO 3((HEeKTUBHO KIACCUDUITUPYET UMe-
HOBAaHHBIE CYITHOCTH B TeKCTe mpu o00OpaboTke
MOCTYTAOLIUX HECTAHAAPTHO pacnonoxeHHbIx 11J];
HeJIOCTaTOYHbIH 00BEM CJIOBapsi CHHTaKCHYECKUX
KOHCTPYKLUH JUIsl pa3iIM4HbIX s3bIKoB/insufficiently
classifies named entities in the text when processing
incoming non-standardly located PD; insufficient
volume of the dictionary for different languages

Te3zaypyc
Thesaurus

YUYHTHIBAET CEMAaHTHYECKHUE OTHOIIE-
HUS MEXIY CJIOBaMH, YTO IIOMOTaeT
YTOYHUTHh CEMaHTHYECKHE OCOOCHHO-
ctu U cBszu Mexay IIJI, ymydmaro-
Y€ NPaBWIFHOCTh MOHUMAHUS U HH-
TEPIPETAlNI0 TEKCTOBBIX JAHHBIX/
takes into account the semantic
relationships between words, which
helps to clarify the semantic features
and connections between PD,
improving  the  correctness  of
understanding and interpretation of
text data

Ipe/CTaBIsieT CO0OH  CTPYKTYpy  YCTOHUYMBBIX
W 3apaHee ONpPEIeICHHBIX CeMAaHTHYECKUX OTHOLIe-
Huid Mexnay [/, KoTopble HE YUYHMTHIBAIOT KOHTEK-
CTyaJbHbIC M3MEHEHHS B 3HAYCHHSX CJIOB WM pas-
JIMYUS TIPU HUCTIONB30BAHMH B Pa3HBIX MPEAMETHBIX
o0nacTsIX; NPy U3MEHEHUH KOpITyca TEKCTOB U IPH
HOBTOpHOﬁ BEKTOpU3alMU MECHAIOTCA YHCIIOBLIC
KO3((UIMEHTBI, YTO NPUBOAMT K NOTPeOHOCTH
JIOTIOJTHUTENBHBIX pecypcoB/do not take into ac-
count contextual changes in the meanings of words
or differences in use in different subject areas; when
the text corpus changes and when re-vectorizing,
the numerical coefficients change, which leads to
the need for additional resources

Jlekcnueckui
aHanu3
Lexical Analysis

TO3BOJIACT Pa30UTh TEKCT HAa OTHEIb-
HBIE CJIOBA, YTO YIPOMIAET JalbHEH-
MK aHAM3 W TOHUMAaHHe CEMAHTHKH
TeKcTa, 1O (opMme CIOBa, MO €ro
CYIIHOCTH MOYHO IOHSTH KaKoe Me-
CTO, POJIb B MPEIOKCHHUH OHO 3aHH-
Mmaet/ allows you to break the text into
separate words, you can understand
what place, role in the sentence it oc-

JIOMYCKAeT OMIMOKH B PAaClO3HABAHUM HEKOTOPBIX
CHUMBOJIOB, 0COOCHHO TpU 00pabOTKe TEKCTa C OIIe-
yaTKaMH¥ WM Tpu HekoppekTtHocth [1/1; He nHbop-
MaTHBEH B acCHeKTe BBUIBICHUS CEMaHTHYECKOM
nHpopmarmu B [1]], BBIOENss TOMBKO MX JEKCHYE-
CKO€ 3Ha4yeHWe, poib B NpearoxeHun/makes
mistakes in recognizing some symbols, especially
when processing text with typos or when the PD is
incorrect; not informative in terms of identifying

cupies semantic information in the PD
MamuHHOe BBICOKAsl ~ OMEPATHBHOCTh  aHANM3a |pe3yJIbTaThl aHAN3a HAMPSIMYIO 3aBHCST OT BUIA
o0yuyeHue 6onbioro oobema I1J1; Bbicokas Tou- |[mpenoOpaboranubix 1] anst oOpaboTKH MOJEbIO

Machine Learning

HOCTh 00pabotkm I1]] 3a cuer oOyue-
HUSL 1 [ooOyueHus Moxenn CMA crie-
nuanuctoM 1o Ub/ high efficiency of
analysis of a large volume of PD; high
accuracy of PD processing due to
training and additional training of the
SMA model by an information securi-
ty specialist

MAIIMHHOTO O0YYEHUs; HEOOXOJUMOCTh HCIOIb30-
BaHMS OOJIBIIOTO OOBEMa BBHIYUCIHUTEIBHBIX, OME-
PAIOHHBIX W BPEMEHHBIX pecypco/ the results of
the analysis directly depend on the type of pre-
processed PD for processing by the machine learn-
ing model; the need to use a large amount of com-
puting, operational and time resources

I'ny0okoe o0yueHnue
Deep Learning

OCHOBAHO Ha HEUPOHHBIX CETAX, KO-
TOPBIE MOI'YT OIIPEIEIIATh CIIOXKHBIE
3aBucumoctu B IIJl 3a cuer mombopa
rHIIeprapaMeTpoB M NapaMeTpoB Ma-
LIMHHOTO OOYYEHHS; ITapaMeTpoB Ma-
LIMHHOTO OOY4YeHHMs, 3HAUCHUSI KOTO-
PBIX HCIOJB3YIOTCS JJISl yIPaBIICHUS
mporeccoM  o0ydeHHs  HEWpOHHOH
ceti/based on neural networks that

Tpebyer OOJBIIOro KoJMMYecTBa MpenodpaboTaH-
HeIx [1]] mast oOyuyeHHs, YTO MOXKET OBITh 3aTPyj-
HUTEIBHO, OCOOCHHO Jisi HeKOppeKTHBIX [1J] win
HeOoubmx HaObopoB [1]1; HEOOXOIUMOCTh UCTIONb-
30BaHUs OOJIBIIOrO 00beMa BHIYMCIUTENBHBIX, OIle-
PAIlMOHHBIX W BPEMCHHBIX pecypcoB/requires
a large number of pre-processed PDs for training,
which can be difficult, especially for incorrect PDs
or small sets of PDs; the need to use a large amount
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HanmenoBanue
meroga CMA
Name SMA

JocTonncrra
Advantages

HenocraTkn
Disadvantages

can detect complex dependencies

of computing, operational and time resources

OHTOJIOTHYECKOE
MoO/e1MpPOBaHHe
Ontology Modeling

THOKOCTh HACTPOWKH M TOBBIIICHHE
TOYHOCTH TIpH (OPMHPOBAHHU pe-
3yJIbTATOB  IIOWCKA, IO3BOJISIOIIEE
CTPYKTYpHPOBATh W ONHCHIBATH CBS3U
MCXKIY TOHATUAMHU B KOHerTHOﬁ
NPEIMETHOW  OOJIACTH,  OHTOJIOTHS
NPeI0CTaBIISET OpraHU30BaHHYIO
CTPYKTYPY H Ja€T BO3MOXKHOCTH ydueTa
CEMaHTHUYECKUX OCOOCHHOCTEH (X0J0-
HUMBI, THIIOHUMBI U THIIEPOHUMBI) JUTs
knaccupukanuu  T1]T; COJZIEP>KUT
00NbIIO 00BEM B3aMMOCBSI3aHHBIX U
ynopsinoueHHsix I1JI, uro ympomaer
cnenuanmuctoM o Vb ux o6pabotky;
OJITHO3HAYHOCTh TOJIKOBAHHUSI OTHOCH-
TEIIBHO OJHOTO KOHKPETHOTO HMOHATHS
MCXKIY pa3IMYHbIMU CII€HHUAINCTaMU
no Wb/flexibility of customization and
increased accuracy in generating
search  results; unambiguity of
interpretation regarding one specific
concept between different information
security specialists

CO3JJaHME M TIOJAEP’KKA OHTOJIOTHH IPEACTaBISET
COOOM CIIOKHBIN M TPYAOEMKHHA MPOIIECC;
OHTOJIOTHH TPeOYIOT aKKypaTHOI M TOYHOH opma-
JU3aluy 3HaHUM rpynmnoil crnenuanucroB no Ub;
UHTEpPOIepadenbHOCTh, BBIP@KEHHASI B CIOKHOCTH
npeoOpa3oBaHusl B €IMHBIA (DOpMAT MOTydaeMbIX
II/T u3 pa3nuuHBIX HMCTOYHUKOB 3HAHWM;, OTCYT-
CTBHE OOIIEro CTaHAapTa, yHUBEPCATIHHONW METOM0-
JIOTHH JUTS CO3JIaHMs OHTOJIOTHH/ creation and sup-
port of ontologies is a complex and labor-intensive
process; ontologies require careful and precise for-
malization of knowledge by a group of information
security specialists; interoperability, expressed in
the complexity of converting the received PD from
various knowledge sources into a single format;
lack of a common standard, a universal methodolo-
gy for creating ontologies

CeMaHTHYeCKHH
augdepenuuan
Semantic Differen-
tial

OTHOCHTENbHAS MPOCTOTA B UCIOJIB30-
BaHHM, 3AKIIIOYAIONIANACS B yKa3aHUH
cnerquanucramu no Mb ceoux mpen-
MOYTEHWH WM OICHOK Ha IIKajax,
YTO JeNlaeT JAHHBIA METOJ OTHOCH-
TCIBHO HpOCTBIM B HpI/IMeHeHI/II/I nu
aganTanuu - i paSHI/I‘IHBIX 3aJ1a4
aHanM3a; MIKajgbl METOoAa CEeMaHTHYe-
ckoro nuddepeHnuanra MOryT OXBa-
TBIBATh Pa3IMYHBIC ACTIEKTHI CEMAHTH-
KH, 4YTO JeNacT €ro OTHOCHUTEIBHO
YHUBEPCAIBLHBIM HHCTPYMEHTOM JIJIsI
aHaIM3a, MOAXOMAIIUM JUIsS pa3ind-
HBIX TIpeJMETHBIX oOmacteii/relative
ease of use, the scales of the semantic
differential method can cover various
aspects of semantics, which makes it a
relatively universal tool for analysis,
suitable for various subject areas

aHamm3 [1J] orpaHnveH BBHIOpaHHBIMH CIICHUAIIH-
cramu 1o b nikanamu, 4To HEraTHBHO OTPaXKaeTCst
Ha TOCJeNYIOIeld MHTEepIpeTalud U OOBEKTHBHO-
CTH INOJYYCHHBIX PE3yJIbTATOB aHANN3a; UHTEPIIpe-
Tamusl pe3yabTaToOB aHajIHM3a CyObeKTHBHA, U 3aBH-
CUT OT mHpeanoJioxkeHuit crneunanucra no UMb, oco-
O0eHHO mpu aHanm3e MHorodakropusix I1J; crmox-
HOCTh aHaJIN3a, 3aKJIF0YaroIIascs B HEOOXOAUMOCTH
OPUMEHEHHS KaK CICHUATbHBIX CTATHCTHYCCKHX
METOJIOB, TaK W JIONOJHHUTEIBHOTO MPOTrPaMMHOI0
obecnieueHus npu obpadoTke 11, 4o ycrmoxHser
nponecc ananm3a/ the analysis of PD is limited to
scales selected by information security specialists,
which negatively affects the interpretation and
objectivity of the results; the interpretation of the
analysis results is subjective and depends on the
assumptions of the specialist; the complexity of the
analysis, which consists in the need to use both
special statistical methods and additional software
when processing PD

Oobcyxaenne

pe3yJIbTaToB.

[IpoBenenHsbIit

aHaJIN3  CYILIECTBYIOIIUX METOJIOB

B paccMaTpuBaeMoil mpeaMeTHoi oOnactu (Tabin.l) cBHUAETENbCTBYET O TOM, UTO peanu3alus
CMA coctostaust [1® COIIKA mocpeacTBoM Kakoro-iuOo OJHOTO METOJa SIBISETCS HEAOCTa-
TOYHO () (PEKTUBHBIM MTOIXOIOM.

[Ipu 3TOM C y4eTOM BBISIBICHHBIX JOCTOMHCTB CYLIECTBYIOIIMX METO0B CMA COCTOSHUSA
[1d COIIKA (tabn. 1) moBbllIeHHWE ONEPATMBHOCTH peajM3allMd MCCIeLyeMOro Ipolecca
MOJKET OBITh JOCTUTHYTO 3@ CUET MPUMEHEHHSI METO/1a MAIMHHOTO O0y4Y€HHUs C UCIOJIb30BaHuU-
€M OHTOJIOTUYECKOTO MOJEIMPOBAaHMs 3aJaHHOr0 o0bekTa aHanu3a. Kpome Toro, B wmemsx
BO3MOXKHOM MpakTudeckoi peanuzanuu CMA cocrtostaust [1® COIIKA Ha ocHOBe mMeTona Ma-
IIMHHOTO OO0Y4YeHMsI ¢ MPUMEHEHUEM OHTOJIOTMYECKOTO MOJEIMPOBAHUS MOCTPOUM CTPYKTYp-
HYI0 MOJIEJIb COOTBETCTBYIOIIEH cucTteMbl (puc. 2). IlpeqHasHaueHne 3J€MEHTOB CTPYKTYPHOM
moenu cucteMbl CMA coctostaus [1® COIIKA (puc. 2) mpuBeaem B Tab. 2.
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Fig. 2. Structural model of the proposed SMA system for the state of PF SOPKA
Ta6auna 2. [IpenHaznayenue 3J1eMEeHTOB CTPYKTYpHO# Mojaenu cucteMbl CMA cocrosinust [1® COITKA
Table 2. Purpose of the elements of the structural model of the system of the SMA state of the PF SOPKA

HauMeHnoBaHue 3j1eMeHTa
Name of the element

DyHKIHOHATBHOE TPeTHA3HAYEHHE YJIeMEeHTa
Functional purpose of the element

ba3za naHHBIX CHCTEMBI CEMUOTHYE-
CKOro aHaiausa coctossuus I1d
COIIKA
Database of the semiotic analysis
system of the state of the PF
SOPKA

MpeHa3HauYeHa Ul JUIMTeNbHOTo XpaHeHus u oopabotku: I1/] o cocrosauuu [1d COIIKA,
BBIJIETAEMbBIX M3 PA3NUYHBIX MCTOYHHMKOB 3HAHUH M IPEJOCTABISIEMBIX B BHIE COOTBET-
CTBYIOIIUX 3K30(peiMOBBIX CTpYKTYp; oHTOonormueckoit momenu COIIKA; cemanTHue-
CKOH ceTH, OmpeersIIonIeil B3aNMOCBSI3b MKy Pa3IMIHBIMI NCTOYHUKAMH 3HAHUH IPO-
IOyKIoHHO-(peiiMoBEIX cTpykTyp I1]] o cocrostanu I1® COIIKA ¥ pa3snuuHBIX HCTOYHH-
koB 3HaHuit COIIKA, ontonorun COIIKA, cemantnueckoit cetu mexny 1] o cocTossHumn
[1®d COIIKA u ux pasznuunbivu ucrounnkamu 3Hanuit COIIKA/is intended for long-term
storage and processing of: PD on the state of the SOPKA PF, extracted from various
knowledge sources; ontological model of SOPKA; semantic network, SOPKA ontology,
semantic network between PD on the state of the SOPKA PF

Mopuyib hOpMHpOBaHUS
onTonorunueckoi momenu COTIKA
Module for forming the ontological

model of SOPKA

MpeIHa3HaveH I co3anus oHTonormdeckoit Monenmu COIIKA B 3amaHHBIN MOMEHT Bpe-
MeHH ee pyHKImoHMpoBaHus/ is designed to create an ontological model of SOPKA at a
given point in time of its operation

Monayns npeno6paboTKy JaHHBIX
Data preprocessing module

NnpeaHasHavYCH I IPUBEACHUS CTPYKTYPUPOBAHHBIX YIIOPAAOYEHHBIX l_ul O COCTOSAHUH
[1® COIIKA k Buay, mpurogHoMy Iiist 00pabOTKN MOJEISIMU MAaIIMHHOTO 00y4YeHus/ is
designed to bring structured ordered PD about the state of the PF SOPKA to a form
suitable for processing by machine learning models

Mopnysb 00yueHust
Training module

MpeIHa3HAYCH I OOyUeHHS ¥ J0O0YYEHHsI MOJeN MammuHHOro o0yueHus/ designed for
training and retraining of machine learning models

Monynb ceMaHTUYeCKON OLIEHKU
Semantic evaluation module

NpeJHa3HAYeH U ONpeleseHHus] CeMaHTHYecKoi Gnuzoctn Mexay I U3 pasiuyHbIX
ncrounnkoB 3HaHUK o coctostHME [1D COIIKA/ is designed to determine the semantic
proximity between PD from various sources of knowledge about the state of the PF
SOPKA

Mognyab napcepa Parser module

npeaHa3HaYeH Ui 00paboTKM JIMHEHHOM IOCIIeOBAaTENbHOCTH JieKceM (CIIOB, TOKCHOB)
€CTECTBEHHOTO WM (hOPMATILHOTO S3bIKa, UCTIOJIb3yeMoro crenuanuctoM mo b B 3anan-
HO IpeMEeTHOH 00J1acTH, ¢ IENbI0 W3BJICYEHHST U3 0a3bl TaHHBIX CHCTEMBI CEMHOTHYC-
ckoro aHanmu3a coctosuus [1d COIIKA neobxoanmoit nadopmanuu/is designed to process
a linear sequence of lexemes (words, tokens) of a natural or formal language, in order to
extract information from a database

Moynb B3aUMOJIEHCTBHS T10JIB30-
BaTeJsl U HACTPOUKHU cucTeMbl CMA
cocrostauii I1O COITKA
User interaction module and system
configuration of the SMA states of
the PF SOPKA

NpeHAa3HAYCH [UIS HACTPOWKH, YIPABICHHUs CHCTEMON M BH3yallM3allid [POMEKYTOUHBIX
pe3synbratoB/ designed for setting up, managing the system and visualizing intermediate
results

Mopuyib GOPMHPOBAHHUS CEMAHTH-
YeCKOH ceTH
Module for the formation of a
semantic network

[peJHA3HAYCH IS HOCTPOCHHS CEMAaHTHUYECKH CBSI3aHHON M YMOPSIOYCHHOH CTPYKTYpBI
Mexay I1/1 U3 pa3nuuHbIX HCTOUYHHMKOB 3HaHHU o coctosHuM [1D COIIKA/ is designed to
build a semantically linked and ordered structure between PD from various sources of
knowledge about the state of the PF SOPKA
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BoiBoa. Takum 00pa3zom, MPOBEACHHBIN aHATW3 B 33JIaHHON MpeaMeTHONW 00JIacTH CBH-
JIETEIBCTBYET O TOM, YTO Haubojee MEPCICKTUBHBIM PEHICHUEM K CEMaHTHYECKOMY aHAJIU3y
COCTOSTHUS TIporiecca PYHKIIMOHUPOBAHUS CUCTEMBI OOHAPYKEHUS, IPEIYNPEKACHUS U JTUKBU-
JAIIH TIOCTIEICTBUI KOMITBIOTEPHBIX aTaK SIBJISETCS UCIIOJIb30BAaHUE METO/Ia MAITUHHOTO 00y4Ye-
HUSI C IPUMEHEHUEM OHTOJIOTUYECKOTO MOJICTTUPOBAHMS.

Co3nanHast B X0JIe UCCJIEIOBAHMS U MPEJCTABICHHAsA B CTaThe MOJIEh CUCTEMbI CEMaH-
THYECKOT'0 aHaJi3a CIOCOOHA B TMOJHOW Mepe 00eCleynuTh aHaju3 COCTOSHUS IMporecca GyHK-
[UOHUPOBAHKSI CUCTEMBI OOHAPYKEHUS, IPEAYNPEIKACHIS U JTUKBUIAINH MOCIEACTBII KOMITb-
IOTEPHBIX aTaK.

Hcxons u3 BelllIEyKa3aHHOTO, TPOBEACHHBIN aHAIN3 CYIIECTBYIOIIUX METOJOB CEMAHTH-
YECKOTr'0 aHaIM3a CBUICTEIBCTBYET O HEOOXOAMMOCTH JAIbHEHIIIETO HCCIeI0BaHUs B pa3padoT-
K€ MpejiaracMoi CHCTEMbI CEMAHTHYECKOTO aHAIM3a COCTOSHUS TMpoliecca GyHKIMOHUPOBAHUS
CHUCTEMBI OOHAPYKECHHMSI, MPEYTNPEIKICHUS U JTUKBUIAIMH ITOCIEACTBUN KOMITBIOTEPHBIX aTak.
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