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Pesrome. Ileab. llenpio wucciegoBaHusl  SBISIETCS  aHAIM3  (PYHKIMOHAIBHBIX
BO3MOXXHOCTEI M OCOOEHHOCTEW JIWHAMUYECKOTrO0 MOJECIMPOBAHHUS B paMKax MOArOTOBKU
CIEIMAIICTOB B 0oOnacTu obecriedeHus] HHOOPMAIIMOHHONW OE30MaCHOCTH W TPOTHBOCHCTBUS
pa3INyYHbIM yrpo3aM B HH(OPMAlMOHHOM IPOCTPAHCTBE C YYE€TOM BPEMEHHOTO (akTopa.
Metoa. IlpoBenen aHanu3 MoAeIMpOBaHUS 0OA30BOTO CLIEHAPUs BO3HMKHOBEHHUS HHIIMJICHTOB
u yrpo3 Oe3omacHoCTH HHGPOpPMAIUMH, KOTOPBIM MPEICTaBISIOT COOONW HCXOJHbIE TaHHbBIE
s (GOPMHUPOBAHUS HEOOXOIUMOTO YPOBHA M TpeOOBaHMH K TOATOTOBKE CIIEHUAINCTOB
uHpopManmoHHo 6ezonacHoctu. Pesyabrar. Pazpaboran u npeioxeH HOBBIN MOAXOJ K MOJ-
TOTOBKE CIIEHMAIMCTOB B 00JaCTH HMH(OPMAIIMOHHON OE30MacHOCTH C Y4E€TOM COBPEMEHHBIX
3anpocoB W TpeOoBaHuWil. B mpemmaraemMoM mnoaxojie BHEApsSETCS YHMCICHHBIA KO3(DPUIMEHT,
MO3BOJISIOIINN ONPEACITUTh 00JIACTh HEOOXOAMMBIX HABBIKOB M 3HAHWM JUIsI MPEAOTBPAIICHUS
Y MUHHMMM3aLMH BO3MOKHBIX MHIIUJAECHTOB Ha IPOMEKYTKE BpeMeHH. BbiBoa. PaccmaTtpuBaemas
o0acTe HHPOPMAIIMOHHOHN 6E€30MaCHOCTH, @ IMEHHO MOATOTOBKA KBAJTU(HUIIMPOBAHHBIX CIEIIH-
aIMCTOB, O0JANAIOIMIUX HEOOXOJMMBIM YPOBHEM 3HAHUII U HABBIKOB, SIBISIETCS aKTyalbHOMN
C TOYKH 3pEHHUS Pa3BUTHsI HH(POPMAITMOHHO - TEXHOJIIOTUYECKOTO CEKTOpa M 00eCIIeUeHus 3allH-
Thl BCEX MPOTEKAIOIINX B HEM mpoiieccoB. [lanHas obmacTh TpeOyeT AalbHEHIIero BHUMaHUS
U BHEJPEHUS HOBBIX IMOJXOJIOB M METOJOB IMOJTOTOBKH B CHIIY Pa3BUTHS HH(POPMAIMOHHOTO
oOmiecTBa v MOTPEOHOCTH B BBICOKOKBATU(UIIUPOBAHHBIX KaIpax.

KiawueBble cioBa: nHpopMalMoHHas 0€30MaCHOCTh, MOJEIUPOBAHHE WHIIUICHTOB,
MOJIETTMPOBAaHUE BPEMEHH, TUHAMUYECKUE MOJIENH, TpadOBbIe MOJIEIH, aHATIN3 JaHHBIX
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The use of dynamic modeling methods to create an adaptive training system for specialists
that meets modern demands in the information field
A.M. Konakov, 1. I. Livshits
National Research University ITMO,
49 Kronverksky Ave., St. Petersburg 197101, Russia

Abstract. Objective. The purpose of the research is to analyze the functionality and
features of dynamic modeling as part of training specialists in the field of information security
and countering various threats in the information space, taking into account the time factor.
Method. The analysis of modeling the basic scenario of incidents and threats to information se-
curity, which are the initial data for the formation of the necessary level and requirements for the
training of information security specialists, is carried out Result. A new approach to training
specialists in the field of information security has been developed and proposed, taking into ac-
count modern needs and requirements. The proposed approach introduces a numerical coeffi-
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cient that allows us to determine the area of necessary skills and knowledge to prevent and min-
imize possible incidents over a period of time. Conclusion. The area of information security un-
der consideration, namely the training of qualified specialists with the necessary level of
knowledge and skills, is relevant from the point of view of the development of the information
technology sector and ensuring the protection of all processes occurring in it. This area requires
further attention and the introduction of new approaches and methods of training due
to the development of the information society and the need for highly qualified personnel.
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Beenenne. 3BecTHO, uTO 0OecneyeHne HHPOPMAIIMOHHON OE€30MaCHOCTH MPEACTaBIISIET
coboii Bce Oojiee aKTyallbHYyI0 MpoOJeMy, KOTOPYIO HeNb3si 00XoauTh cTopoHoi. [lpm Bcem
3TOM, COBPEMEHHBIE DPEaTMH DPAa3BUTHA U BCEOOBEMIIIOIIETO BHEAPEHHUS HH(POPMAIMOHHBIX
TEXHOJIOTHH, a TaKKe COIyTCTBYIOIIEH TEXHOJIOTMYECKOW HH(PPACTPYKTYPHI IPEACTABISIOT
coboi KimroueBOl (hakTOp HEOOXOAMMOCTH pean3allii Pa3IMYHbIX MHPOrpPaMM IOATOTOBKU
U COOTBETCTBYIOIIETO OOYYEHHUS CIEHHAIUCTOB, CIIOCOOHBIX OOECIEYUTHh OE30MaCHOCTh BCEH
paccMaTtprBaeMoi 00JaCcTH M OTAEIBHBIX €€ CTPYKTYpPHBIX 3yeMeHToB [1,2]. Takxke B cTropoHe
HE OCTaIOTCS KOMITAHHHM M OPTaHM3alliH, Bce OOJIbIIEe TIOHUMAIOIINE HEOOXOAMMOCTh 3aIlUTHI
CBOMX JIaHHBIX U MH(OpPMaLMU OT KubepaTak U B3JIOMOB. B CBs3M ¢ 3TUM, CIpOC Ha CHELHATH-
CTOB B 00jacTd WHGOPMAIMOHHONW OE€30MacHOCTH PACTeT, M BCE OOJBINE JIIOJEH CTPEMSTCS
MOJyYUTh COOTBETCTBYIOLee OOpa3oBaHHE, HaBBIKM W moaArotoBky [3]. IloaroroBka Takux
CTEMAINCTOB Kak B OOIIEM, TaK W B WHAMBHIYaJTbHOM (TIEPCOHAIBHOM) TIOPSIKE, MOJDKHA
OTBEYATh aKTyaJbHbIM 3arpocaM MH(OpMAIIMOHHOK Oe3onacHoCTH [4].

ITocTtanoBka 3agaum. B pabore mpesaraercs moaxo, MO3BOJISIIONIUN B cBoel (PyHa-
MEHTAJBHOH  OCHOBE  3aJeiiCTBOBaTh  BO3MOXXKHOCTH JMHAMHUYECKOTO  MOJAEIHPOBAHHUS
1 rpadOBBIX MaTeMaTHUECKUX MOJEIEH ISl MOATOTOBKH KBaJTH(PHIMPOBAHHBIX CIICIUAIACTOB
B oOactu nH(popMaoHHo#i 6e3onacHocTH [5]. [IpuMeHeHne JaHHBIX MO/IETIeH TO3BOJIHT:

1. OcyuiectBuTh O0ji€e AETATM3UPOBAHHBIM CcOOp M aHalW3 JAAaHHBIX JUISI TPUHATHA
COOTBETCTBYIOIIUX PELICHUH;

2. ObecnieyuTh KOPPEKTHOE MPOTHO3UPOBAHUE HEOOXOJUMBIX HABBIKOB B ONpEesICHHBIN
MIEPUOJT BPEMEHHU;

3. OpueHTHUpOBaThCS Ha pealbHBIE MOTPEOHOCTH M 3aMpOChl B 00JacTH OOecreyYeHus
nHPOPMAIIMOHHOM 0€301MacHOCTH;

4. CdopmupoBaTh MPOYHYIO CTPYKTYPY 3HAHUN U HABBIKOB (/1€ €CTh IIOHMMAaHUE: JIJISl YeT0
9TO HYXHO M 3a4€M 3TO HY)KHO), KOTOpble HEOOXOAUMBI JUIsl BBITOJHEHUS TOCTABICHHBIX
3azad.

MeTtoasb! ucciaenoBanus. [Ipemnaraemplii MeTo 1 MOATOTOBKU COCTOMUT M3 JABYX OCHOBHBIX
B3aMMOCBSI3aHHBIX MOJIENIE W 3aKII0YaeTCsl B aHAIM3€ WCXOAHBIX MAHHBIX O 3allHIIAaeMbIX
MH(POPMAIIMOHHBIX CHCTEMaX, MPUMEHIEMbIX TEXHOJOTHIX M METOJax 3alluThl MH(pOpMaLuu,
C YYETOM PHCKOB U yrpo3 0€30MacHOCTH WHPOPMAIINHY, H Ha OCHOBE TOJYYEHHOH HH(OpMAIHH -
UMHTEpOpeTalui B Haubojee ONTHUMAJIbHBIM IUIaH MOJITOTOBKHM CIIEHUAIUCTOB C YIOPOM
Ha KPUTHYECKU Ba)KHbIE MOJYJIM O0Y4YE€HHS B COOTBETCTBUU C 33JaHHBIMHU TPEOOBAHUSIMHU.

[TpuMepoM HCXOIHBIX NAHHBIX IS (HOPMUPOBAHHUS MOXKET CIIYy’KUTh aHAJIH3 PEaTbHOTO
CleHapus BO3HUKHOBEHHUS yrpo3 0e3omacHOCTH HH(OpPMAIHMH, HEIOMYCTUMBIX COOBITUI
Y HaHEeCeHHs yuiepoa.

Pe3ynbraThl mpoBEeICHHOTO aHAIHM3a 2-X CIICHAPUEB pealn3alliy, IPEICTaBICHBI B Ta0M. 1.
Y BBITIOJTHEHBI HA OCHOBaHUU « METOAMKH OLIEHKH yrpo3 6e30macHOCTH nHpopManun» [6].
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Tadiauua 1. MoaenupoBanue ciieHApHeB YIpo3 0e30I1aCHOCTH, HEraATUBHBIX COOBITHI
U HaHeceHMd yluepoa
Table 1. Modeling scenarios of security threats, negative events and damage

HaumeHnoBaHue Yrposa HeneBble Cuenapun Kpurepuu
HeraTUBHOI0 Oe3omacHoCcTH HHPOPMALIMOHHbIE peajiu3anuu peam3anuu
coObITHIA Security CUCTEMBI Scripts Implementation Criteria implementation
Name of the Threat Targeted informational
Negative events systems
Xumenne (kpa- | Hapymenne pabo- | basa NaHHBIX M COMyT- | 3IOYMBIUUICHHUK —Ipe- | [[omyueHue JocTyna
)Ka) PE3yJIpTaTOB TOCIIOCOOHOCTH. CTBYIOIIUEC I/IH(bOpMaHI/I- oa0JIesn UMEroIuuecsa K HHq)OpMaHPIOHHOﬁ
HHTEJEKTyanb- | HecankiuoHupo- OHHO - TEXHOJIOTHYEe- | CUCTEMbl O€30MAaCHOCTH | cpcremMe ¢  TOJHBIM
HOM JeATeNbHO- | BaHHBI JOCTYN K | CKHE pecypchl (XpaHe- | mpu HCIIONB30BAHUN | yigpeuHeM  BO3MOYKHBIX
CTH  mpennpusi- | KOHpUICHIUATb- HUA 1 00paboTka) IS | CYLWICCTBYIOLWMX YS3BH- | mpusmieruit. llomydemue
st/ HBIM J@HHBIX M | HAy9HO - HCCIEAOBA- | MOCTCH M HEAOCTAaTKOB | jocTyma K IPUKIAJHOMY
Theft (theft) of | cucteme/ Malfunc- | TenbCKHX M OMBITHO — | KOHUrypauuu cucteMms! | [T0. ITomydenne mocTyma
the results of | tion KOHCTPYKTOPCKHX 3ALUTEL, C LEIBIO HOIY- | Kk JOKyMEHTAM CO 3HAYH-

intellectual activ-
ity of an enter-
prise

Unauthorized ac-
cess to confidential
data and system

paboT, a Takxke pabOThI
C TONYyYCHHBIMH  pe-
3yJbTaTaMu HUHTCIIIICK-
TyaJbHOHI
nesrenbHoctr/Database
and related information
and technological re-
sources (storage and
processing) for research
and development work,
as well as work with the
results of intellectual
activity obtained

YeHUS HEOOXOIUMBIX
JNaHHBIX  PE3YJIbTaToB
UHTEJUIEKTYaJIbHOH Jesi-
TEJIFHOCTH H JalbHel-
IIEr0 XWIIEHUS W3 CH-
CTeMBl XpaHEHUs JIaH-
HBIX/

The attacker overcame
the existing security
systems by using exist-
ing vulnerabilities and
deficiencies in the con-
figuration of the security
system

Mol uH(pOpMammed U K
LIEJIEBOM CHCTEME C OIpe-
JNEeTNEHHBIMUA  TIPHBUJIETH-
AMU (mpaBamu
noctymna)/Obtaining  ac-
cess to the Information
System with a full list of
possible privileges; access
to application software;
access to documents with
significant  information;
access to the target system
with certain privilege

Xumenne (kpa-
kKa)  JIEHEKHBIX
CpeicTB W/ WIH
Ipyrux  (uHaH-
COBBIX  HHCTpY-
MEHTOB TPUHA-
JISKAIUX  TIpe-

TIPHUSITHIO Ha
mpaBax co0-
CTBEHHOCTH/
Theft (theft) of
funds and/or
other  financial
instruments
owned by the
enterprise

Hapymieane pabo-
TOCITOCOOHOCTH.
Hecanknnonupo-
BaHHBI JOCTYH K
KOH(HICHIIHAb-
HBIM JAaHHBIX H
cucreMe/
Malfunction
Unauthorized ac-
cess to confidential
data and system.

baza pgaHHBIX W comyT-
cTByIOLIME HH(popManu-
OHHO - TEXHOJIOTHYE-
CKHE PECypChl sl OCy-
HIECTBJICHUS (DHHAHCOBO
- DKOHOMHYECKOH H XO-
3IUCTBEHHON  JI€SATEIb-
HOCTH/

Database and accompa-
nying information and
technological resources
for the implementation
of financial, economic
and business activities

3MOyMBINIJICHHUK  TIpe-
oJionen HUMEIOIINECs
CUCTEeMBI 0€30I1acCHOCTH
npu HCIIO0JIb30BaAHUHU
CYIIECTBYIOLINX Ys3BH-
MOCTEH M HEIOCTaTKOB
KOH(UTypauu CUCTEMBI
3aIIUThI, C HENBIO MOJY-
YeHUs] KOH(HICHINAb-
HBIX JaHHBIX (I)I/IHaHCOBO
- DKOHOMHYECKOW Jies-
TEJIBHOCTH C MOCICAY-
IOIIAM  BBIBOJOM  Jie-
HCXXHBIX CPEIACTB I/I/ nin
CO3MAaHUsl  MOIJIOXKHBIX
JOKYMEHTOB [UTsl ITOCIIe-
JyIOUIero oOpaieHus B
(UHAHCOBYIO OpraHu3a-
IUI0 C TIOCIEAYIOIM
BBEIBOJIOM JIEHE)KHBIX
cpencts. The attacker
overcame the existing
security systems by us-
ing existing vulnerabili-
ties and deficiencies in
the configuration of the
security system.

ITomyuenne JocTyna
K WudopmaronHon
cucTeMeé  C  TIOJHBIM
MEpEYHEM BO3MO>XKHBIX
npuBmieruii. Ilonyuenue
JOCTyIIa K HPHUKIATHOMY
[1O. Mony4yenue nocrymna
K IOKyMCHTaM CO 3HauH-
MO uHpopMaIu-
eil.[lomyuenue nocryna k
LEeNeBOi cUcTeMe ¢ ompe-
HCHéHHbIMI/I TIPUBUJICTU-
sMA (TIpaBaMHu  JIOCTYTIA)/
Obtaining access to the
Information System with
a full list of possible
privileges.

Obtaining access to appli-
cation software.

Obtaining access to doc-
uments with significant
information

Gaining access to the
target system with certain
privileges (access rights)

I[I/IHaMI/I‘IGCKOG MOZACIIMPOBAHUC TTO3BOJIACT «CIIPOTHO3HUPOBATL» HAa OCHOBC HMCXOIHBIX

JaHHBIX Haunboee KPpUTHYCCKU YIA3BUMBIC

obnacti MHPOPMALMOHHOTO MPOCTPAHCTBA,

TEM CaMBbIM, BBISIBUTH HABBIKHM U 3HAHUA, H€O6XOILI/IMI)IC ClicquaJiInCrtaM B XOA€ UX HpO(beCCI/IO-
HaJIbHOW JIESITEIbHOCTH B ONPEEICHHbBIN TUana3oH BpeMenu [7, 8].
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Tak, Ha puc. | npeacraBieHa KpuBas BO3MOXKHBIX MHIMJIEHTOB (X) U caMUX MHLIUJEHTOB
(X1, X2, X3) B 3aBUCUMOCTH OT BpeMeHH (t) M BpEMEHHBIX JMAa3oHoB (t1, t2, t3 ... tn).

R, puck

A X, kpuBan
BO3MOXHBIX
UHUMOeHTOB

OBJIACTb
KPUMMTOMPASHUYECKMX Rz |- - — = — = = = = = = = = = m e e e e e e e e e e e e e e e e e m e m - == = o
METOQOB 31U

OBJIACTBE
HHXXEHEPHO - TEXHHYECKHX
METOLOB 341 L e e i it

OBJIACTE

MPABOBbLIX/ 3KOHOMHUYECKHX/ Rq === === == == == = =

HPABCTBEHHO - 3TUHYECKHX
METOLOB 31

>

t, Bpems
Puc. 1. MogenupoBaHue BO3MOKHBIX HHIIUACHTOB B 3aBUCHMOCTH OT BpeMeHH
Fig. 1. Modeling of possible incidents depending on time

Hcxons u3 mporHo3upyeMblX MHLKJAEHTOB, JHalla30HAa BPEMEHU HX MOSBIECHUS MOXHO
BBISIBUTH  NPSAMYIO  HPONOPLUHMOHATIBHOCTH PHUCKAa M HAHOCHUMOIO yiepda cucrteme
C HEOOXOAMMBIM KOMIUIEKCOM MEPOINPUSATHI MO MPEeIOTBPALICHUI0 BO3MOKHOTO HHIIMJIECHTA
[9,10]. To ectb, ueM BbIIIE PUCK U 0OBEM HAHOCHMOTO yliepOa cucteme, TeM OOJIbllIe HY>KHO
KOHCOJIUUPOBATH U 3a/1€WCTBOBATh PECYPCOB JJISl UX MIPEIOTBPALLEHUS U HEUTPaAIU3aLUU.

B cBoro ouepenp, ucnonp3oBaHue rpadoOBBIX MOENCH MPU OpraHU3alUM MOATOTOBKU
CHEIHAJIMCTOB MO3BOJISET CBOMMH (YHKIIMOHATIBHBIMU BO3MOXHOCTSIMU 00€CIIEUUTh IJIAaBHBIN U
cOaraHCUPOBaHHBII MEPEX0]] OT OAHOTO U3Yy4aeMOro MOAYJIS K APYTrOMY 3a CUET UX CBA3YIOLIMX
anemMeHToB [10]. OcHOBaHUEM TaKOro MCHOIb30BaHUS I'padOBBIX MOJIENIEH SBISIETCS TO, UTO HpU
obecrieyeHMH HMH(OPMAIIMOHHON O€30MacHOCTH BCE BHEAPSEMBbIE U HCIIOJIB3yeMbIE METObI
U CpeAcTBa 3allUThl HMHGPOpPMAIMU CBSI3aHBl MEXIy COOOH M TPEACTaBISIIOT EIUHBIN
KOMIUIEKCHBIH MMOJX0J oOecreyeHus Oe30MacHOCTH WH(POPMAIMOHHO - TEXHOJOTHYECKOM
unppactpykrypsl [12]. To ects, rpadoBbie MOJETH MPEACTABISIIOT CO00M Hambosiee yaI0O0HBIN
MHCTPYMEHT IS BU3YaJIbHOTO OTOOpasKeHMs U MHTEPIPETALINH, KaK 3TO MTOKa3aHo Ha puc. 2.

NMPABOEDBIE

t twy 2 t3 tunu tg ts tunu te

(PUSHUHECKUE / MIPOFPAMMHO -

[ OPFAHUSALMOHHBIE
AMMNAPATHBIE)

WMHXEHEPHO - TEXHUYECKUE ]

[ KPUMNTOMrPA$PUHECKHE HPABCTBEHHO - 3TUHECKHUWE ]

[ SKOHOMWHECKUE ]

Puc. 2. O6uas Mmoaeb B3aMMOCBSI3U METO/I0B 3aIIUTHI
Fig. 2. General model of the relationship between protection methods

OTIMYUTENTEHONH OCOOCHHOCTBIO TAaKOTO TIOJX0JIa SIBIISETCS BO3MOXKHOCTH «CBSI3KHY
MEXTy COO0OU Pa3IMYHBIX MEp, METOJIOB M CPEJICTB 3alIUTHl HHPOPMAIHH, KOTOPBIE TPEICTOUT
M3ydaTh, KaK 9TO TMOKa3aHO Ha pHC. 3., TA€ B KaXXJIOM METOJAE 3alUThl MHPOpPMAIUU €CThb
MHOKECTBO CTPYKTYPHBIX AJIEMEHTOB, KKIbIA M3 KOTOPBIX KakK OTHAENIbHAs €AWHUIA, MOXET
OBITh B3aMMOCBSI3aH C 3JIEMEHTAMH MHOKECTB JPYTUX METOJIOB 3alIUTHI. Peanmuzanus «CBSI3KM»
BBINOJIHAETCS 3a CUET TOr0, YTO KaxJas peanuzyemass Mepa, CPEICTBO WA METOJH 3alluThbl
u obOecrmeueHus: O€30MaCHOCTH HMEIOT MEXIy CO0Oi CXOAHBIE SJIEMEHTHl BHYTPU HX
(yHIaMEHTATBHON CTPYKTYpBI W/HIU TIPY BHEJAPCHUU U IKCIUTyaTallMH HA MPAKTHKE, HE MOTYT
npyr 6e3 apyra 3¢HeKTUBHO TPOTHUBOCTOATH yrpo3am [13].
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NPABOBbLIE

Oy

(PUSUNHECKHUE / NTPOrPAMMHO -

WHXEHEPHO - TEXHUHECKHWE
LF]
AMMAPATHBLIE)

[OPFAHMSAU,VIOHHbIE] 05

Ky

[ KPUNTONrPA®PUHECKHUE J

Esy Ez2 Es

[ SKOHOMMWHECKHME ]

Puc. 3. TpadoBasi Mogesib B3aMMOCBSI3M CTPYKTYPHBIX 3JIEMEHTOB METO0B 3alIMThHI HH(poOpMaiuu
Fig. 3. Graph model of the relationship between the structural elements of information security methods

Nmenno Omaronmapss TakoMy cmocoOy MOXHO OCYIIECTBIIATh IUIABHBIE TIEPEXOIbI
U KOHCOJIMIUPOBATh MCIOJIB3yeMbI€ PECYpChl, a TakKe B paMKaxX MOATOTOBUTEIHHBIX
MEpPOIPHUATHIA HATJISIIHO TOKa3aTh, KaK MOXXHO HaunOolee 3((EeKTUBHO JOCTUYh HEOOXOAUMBIN
YpOBEHBb 0E30MACHOCTH BBICTPANBAEMOU CHCTEMBI 3aIUTHI HH()OPMAIIHH.

OO0cy:xneHne pe3yjbTaToB. B KOHEYHOM UTOre, HA OCHOBE MPEACTABIECHHOTO MOAX0/1a
C WCIIOJIb30BAHMEM JIaHHBIX MOJENEH, MOXKHO C(HOPMYIHpPOBATH W YHUCICHHO OMNPEACIUTH
Ha OCHOBE BEPOSTHOCTH BO3HMKHOBEHHS (Pusmy) MHLMAeHTa u ypoBHS pucka (R), obmacts
HEOOXOIUMBIX 3HAHUN ¥ METOJIOB 3alUTHl HH(POpPMAIK B KOHKPETHOM CUTyaIuu (B TOM YHCIIe
U JauanazoHe BpeMmeHu). [l sroro BBomuTcs uuciaoBod  kodpdumment K, koTopsii
OTIpeNieNsIeTCs TI0 CleayIomen popmye:

K =P, *R

[Ipu 5TOM JIOJKHO COOIIONATLCS YCIOBHE: Ri(y < Riny1)

rae: t(n) u t (n+1) — BpeMeHHbIE TOYKH, OTPESIAIOMNe MPUOIU3UTEIbHBIN JIHana3oH
([tn...tn+1]) OCcylIIECTBICHUS YTPO3bI M BOSHUKHOBEHUS MHIUICHTA.

B 1a6n. 2 u Tabn. 3 mpenctaBieHbl KpaTKUE XapaKTEPUCTUKH M JHAINa30HbI IPUHUMAe-
MBIX 3HaYEHUH, BEPOSTHOCTH BOZHUKHOBEHUS UHIIUACHTA Pumy, YpOBHS pucka R, koaddunmenrta
K. Ha ocHOBe moiy4eHHBIX 3HaYeHHUH KO3 PHUIIHEHTA, ONPEIENISIONIEer0o HE0OX0AUMbIN YPOBEHb
3HaHUM U HABBIKOB M YPOBHS PUCKOB, MOXHO OCYIIECTBUTH MOJCIUPOBAHUE UCTIONB3YEMBIX MEP
U CPEJICTB 3aIIUTHI B paMKaX MOJATOTOBKHU CHEIIMATUCTOB.

Tabanna 2. Onucanve NPUHAMAEMbIX 3HA4YeHU BePOATHOCTH HHIHACHTA U PUCKa

Table 2. Description of accepted values of incident probability and risk

Ne BeposiTHOCTH HHIIUIEHTA
P, ... /Probability of incident Ouenka Pn.clca R (mpunumaemsble 3HaYeHuUs / KpaTKas xa[.)al'cTepncnma)

1. P inc Risk Assessment R (accepted values / brief description

1I. —

! 1 HeraruBHbie nociefcTBus MUHUMaIbHBI/ Negative consequences are
minimal

) ) HeraTtusHsie nOCeNICTBUA MaJ03HAYUTEIbHBI/ Negative
consequences are minor

3 3 Cpeagnﬁ YpOBEHb HeEraTHBHBIX mociuencTBuii/ Average level of

P =[0...1] negative consequences :

4 f 4 HeraruBHbie mocnencTus Beime cpeaHero/ Above average negative
consequences

5 5 HeratuBubie  mocnenctBusi — 3HauutTenbHble/  The  negative
consequences are significant

6 6 HeraruBHble mocneacTBus kpuTmdeckue Negative consequences are
critical
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Tabiuna 3. XapakrepucTuka co0TBEeTCTBHUS 3HAYeHn i ko3ddpunmenta K
MeTo[aM 3aIMThl HHpopMaLuH
Table 3. Characteristics of compliance of coefficient K values with information security methods

Jnana3oH npMHUMAaeMbIX 3HAYEHH I
Ne BbIYHCJIs1eMOro Ko3¢gpunuenta K Hcxomast o6s1acth HeoOxoaumbix MeToaos 31U
n.n. | Range of accepted values of the cal- Required area of required IR methods
culated coefficient K
MopainbHble / HpaBCTBEHHO — otuueckue/ Mor-
1 [0...1] .
al/ethical
2 (1...2] Opranusannonnsie/ Organizational
3 (2...3] IIpasossie / 3akononarensusie/ Legal/Legislative
4 (3...4] Dxonomuueckue/ Economic
5 (4...5] Unsxenepro — rexunueckue/ Engineering - technical
6 (5...6] Kpunrorpapuueckue/ Cryptographic

[Tpu Takom noaxonae OyJaeT MPOXOJUTh MPAKTHUECKas MOJArOTOBKA M MPOBEpPKa 3HAHUH U
YMEHUH Ha MpeIMeT aHaliu3a CUTYalluH, IPOrHO3UPOBAHUS JAlbHEHIINX COOBITHH, aKKyMYyJIH-
POBaHUS UCIIOJIB3YEMBIX MEP M CPEJICTB 3aIIUTHI, KOTOPHIE HYKHBI B OIIPEICIICHHBI MOMEHT, UX
COBMECTHMMOCTH MEXJy COOOH M 4YTO caMo€ IJIaBHOE — PEe3yJIbTaTUBHOCTH NPOTHUBOJCHCTBUSA
yrpo3aM ¥ MUHUMH3AIHUK PUCKOB, YTO HAIPSIMYIO CBSI3aHO C oOecrieueHueM Oe30MacHOCTH U
(YHKIIMOHMPOBAHUS CUCTEM U 3alMIAEMbIX B HUX JIaHHBIX.

Ha puc. 4 npeacraBiieHO HarjsIHOE MOJEINPOBAHUE UCIIOJIB30BAHUS U COBMECTUMOCTHU
Mep M3 PA3IMYHBIX 00JacTell KOMIETEHIUH CIEeLUalIuCTOB, HEOOXOAUMBIX Ul BBIOJHEHHUS
npoeCCHOHATBHBIX 3a/1a4.

Ha npencraBineHHON cxeMe pa3HbIMU LIBETaMU 0003HAUY€Hb! Pe3yJIbTaTUBHBIN (3€J1EHBIN)
U HEpe3yJIbTaTUBHBIM (KpAacHbI) BaApUAHThI, B TOM YHCJIE, BADUAHT (OpPAH)KEBBII) C MIPOMEXKY-
TOYHOH Pe3yIbTaTUBHOCTHIO (T€ OMYyIIEHbl OMNOKU IpU NOA00pE, HO NMPH 3TOM pe3yJIbTaTHUB-
HOCTh MOET OBITh JOCTUTHYTA YaCTUYHO 32 CUET HEKOTOPBIX MEp M3 JaHHOTO Habopa), a MyHK-
TUPHOW JINHUEH MEeXy 00sacTsIMU 0003HAYEHBI IPAHULIBI IEPEXO/s OT OJTHOTO YPOBHS 3HaAHUN
K apyromy (0OoJiee BHICOKOMY WJIM HU3KOMY, B 3aBUCHMOCTH OT TEKYIIEH CHTyalluu), OCHOBaH-
HbIE Ha OIIEHKE PHCKOB.

A R, 3HaveHue pucka

- -.
[KPnnTorPAqm YECKME (Cr)]
.
RCr!Eng i —
WHXEHEPHO -
TEXHWYECKME (Eng)
R | _ - - - - - - - - - —-——-——-——-————-=
Eng/Ec P §
[Towonommcnne &= ) 6 @ @ @
y
. y
Reenmp--—=-=-—=-=-—-—-—-———————— - ———— -
h 4
TNPABOBGIE /
3AKOHOAATENBHBIE (LLm)
-~
Rilmiorg f - ————=-—=—=-—=—=-—=—"=—-—=— -4 - ———+ - - - L ———F— - ———————— -
- \
[OPFAHKBAL{'M‘OHH!:IE (ong] J—, 6 @
r -
L J
Rorgieth f == =====-=-=-=-=-=-=----~-  ———————————— e -
MOPANEHBIE / —
® O &
STUYECKHE (Eth)

Puc. 4. MoaeanpoBaHue He00X0AUMOr0 HAOOpa Mep 3aIUTHI B IpoLecce MOAr0TOBKH
Fig. 4. Modeling the required set of protection measures during the preparation process
Takas BU3yanu3alusi U MCHOJIB30BAHUE BCEX MPEMJIOKECHHBIX MOJENIEH MO3BOJISET Olle-
HUTH U TIPOBEPUTH BO3MOXKHOCTH CIEIMATUCTOB, ONPEACTUTh UX MPOPECCHOHANBHBIN YPOBEHb,
BBISIBUTh HEJIOCTATKU B MTOATOTOBKE, a TAKKE HATJISAIHO IPOAEMOHCTPUPOBATH, KAaK U 3a CUET 4e-
T'0 MOKHO 1IeJielt o0ecrieueHus: HHPOPMAIMOHHOHN 0€30MaCHOCTH.
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BeiBoa. [IpeanoskeHHBI MOIX0A K MOATOTOBKE CIECIHATUCTOB B o0nacTu mH(OpMAIm-
OHHOM 0€30IIaCHOCTHU € MCIIOJb30BaHUEM TMHAMUYECKOI'O MOJIEIMPOBAHUS MPEJCTABISAET COOOM
3¢ PEeKTUBHBIN 1 MHHOBAIIMOHHBIN METOJI C Y4ETOM COBPEMEHHBIX peatuil M TpeOOBaHUH.

Peanu3anuss MeToIOB MOJENMPOBAaHUS IpPHU IOATOTOBKE CIELUAINCTOB I103BOJISET
NOJy4yaTh 3HAHUS W HAaBBIKM Ha peajbHBIX CHEHAPUSAX M CUTyalusix B THOKOM (dopmare,
yro oOecneunBaeT Oosee TIIyOOKOe M JETaJbHOE OCBOGHHE W IOHMMAaHUE IPHUHIUIIOB
UH(POPMaLMOHHOM Ge3omacHocTH [14].

Janublii moaxonx crmocoOCTBYeT (OPMUPOBAHHUIO KOMIETEHTHBIX —CHELHMAIUCTOB,
CHOCOOHBIX NMPUHUMATh PEIICHHs B PA3IMYHBIX CUTYalHsX, a Takke F3PPEKTUBHO U aJeKBATHO
pearupoBaTb Ha CYLIECTBYIOLME DPHCKM U Yrpo3bl HMH(OPMALKMOHHOIO MpocTpaHcTBa [15]
3a cyer Oonee y10OHON M NMPAKTHUKO — OPUEHTHPOBAHHON (B OCHOBHOM, 33 CYET IpauuecKoro
MOJIETIMPOBAHUSl U UHTEPIIPETAlMK) BU3yalIM3alMl PUCKOB B COYETaHUU C TpeOyemMbIMU
KOMIIETEHIIMSIMU B IMANIa30HaX BPEMEHH.

Buenpenne AMHaMHYECKOTO MOJAEIUMPOBAaHUS B 0Opa30BaTENIbHO - MOJATOTOBUTEIBHBIN
IIPOLIECC TO3BOJISAET CO3/aTh AJANTUBHYI0 CUCTEMY IOJAIOTOBKH, OTBEYAIOLIYI0 COBPEMEHHBIM
3ampocaM B HH(POpMaIMOHHOH cdepe.
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